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A Case Study for Embedded and Certified Aeronautical
Systems using AIDGE, an Open and Sovereign ML Tool
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Abstract

This work presents the first results of the use of AIDGE ML platform on an aeronautical use case: Air-
borne Collision Avoidance System for Unmanned Aircraft (ACAS-Xu), where a neural network is trained
as a surrogate model for a large look-up table, comparing performance obtained with other platforms,
and sketching the first steps toward the certification of this kind of ML-based solution.

Keywords
Machine Learning, Embedded Systems, Certification, ACAS-Xu.

Introduction

Al was developed in recent years based on giant neural networks and massive data processing, but
today the challenge is to transpose these solutions into small components as close as possible to indus-
trial constraints. Two important challenges are frugality and certificability, both necessary to allow the
use of Al in embedded critical systems and infrastructures.

The DeepGreen project, funded by the French Research Council, is developing a new open-source
software platform for embedded Al called AIDGE!, designed to learn Deep Neural Networks (DNN),
transform, and generate optimized code for target hardware architectures, in a completely transpar-
ent, open, reproducible, deterministic, controllable, and traceable way, helping to avoid dependence
on opaque and non-sovereign software, ensuring good performance, and favoring the cerficability of
systems conceived with Machine Learning (ML).

In this context, the capabilities of AIDGE to produce an embedded and certifiable version of a Neural
Network need to be evaluated (2). Our contribution to the project is defining how the tool can generate
the code (in C language) implementing the ML model for a particular use case, the ACAS-Xu system,
ensuring to support certification following the latest guidelines provided by EASA. As a preliminary re-
sult, we present a comparison between the performance of ACAS-Xu from code generated with different
ML platforms.

ACAS-Xu
ACAS-Xu is the new generation of Airborne Collision Avoidance System for fixed-wing unmanned air-
craft (1). The function of that system is to generate resolution advisories (evasive actions) in case of
imminent risk of collision between two airplanes. The system interrogates the transponders of nearby
aircraft to determine the distance, altitude, and bearing of surrounding traffic. The resolution policy has
been optimized through dynamic programming, represented within a very large lookup table: 600 million
parameters (g-values) for the single horizontal resolution case. In the literature, a strategy to reduce its
memory footprint is using ML to approximate the g-function from the table data with a neural network.
However, an important aspect to make possible the use of a DNN version of ACAS-Xu in real em-
bedded systems is the certification of the neural networks (4), (3). In this presentation, we show the
preliminary results of performance analyses for different implementations of the ACAS-Xu DNN with
the ones obtained with AIDGE. We also introduce the roadmap developed by ONERA and CS-Group
within the DeepGreen project in order to use the explicit intermediary representation models that can
be extracted anytime from AIDGE at each step of the optimization and transformation of a given neural
network to the target code to support certification following the development objectives stated by the
EASA concept paper (5).

Thttps://projects.eclipse.org/projects/technology.aidge
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Certification Qualities and Objectives
The EASA defined a number of guidelines for the certification of ML-based systems in safety-critical
systems. While those are not yet regulatory requirements, they highlight a number of desirable qualities
from ML-related tooling. Based on the examination of the certification objectives in (5), we identified
some basic characteristics necessary for any ML tool aiming to produce certified software: determinism,
traceability, reproducibility, formalization.

If the poster is accepted for presentation, the idea is to present how dose general qualities can be
enhanced by the ML tool, Aidge. Finally, the EASA document proposes 129 objectives to what a certifi-
able solution must be compliant. In this work, we will present a first assurance case designed to answer
to the following objective: the applicant should describe the Ml architecture.

Preliminary Performance Evaluation

In preliminary tests, starting from the same neural network, with 6 fully-connected layers of 50 neurons
and RelLU activation, represented as an ONNX file, we ran 30000 inferences using different instances,
some compiled from generated code from different platforms, others directly using runtime tools, some
for CPU, others using GPU (Nvidia T4). Those initial tests produced interesting results from the version
compiled from Aidge generated C++ code.
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Figure 1: At left, average and best inference times using different code generation or runtime tools, and at right, the worst-case
elapsed times.
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Abstract—This paper introduces OVERITY-AI, a
MLOps oriented framework designed to optimize,
deploy, evaluate and compare ML applications on
resource-constrained edge devices (EdgeAI/TinyML),
targetting industrial and critical systems. We present
the key principles and design requirements of the
workflow, methodology, and tools employed. Upcom-
ing challenges are also discussed.

I. INTRODUCTION

EdgeAl is currently experiencing unprecedented
growth across all critical sectors including healthcare,
automotive, and industrial IoT[1]. However, deploying
and monitoring these applications on constrained
embedded devices in a trustworthy perspective poses
a significant technical challenge, as engineering teams
shall conciliate performance, precision and cybersecurity
requirements, while limiting resource consumption
to ensure frugality, as well as being able to assess
compliance to regulatory requirements in normative
contexts. Faster time-to-market and adoption of
Dev(Sec)Ops practices leading to MLOps[2, 3] create
the need for automated and integrated solutions.
OVERITY-AI (Optimization, VERification, Integration,
Test and Yield of AI infused systems) is designed to
enable trustworthy ML deployment on embedded targets,
bridging research-oriented ML practices with production-
ready industrial requirements through an end-to-end
MLOps oriented workflow to complete existing solutions.

II. WORKFLOW REQUIREMENTS AND DESIGN

The introduced framework is built around the following
essential requirements: (1) Reproducibility: the workflow
must be capable of capturing essential information — e.g.
(hyper-)parameters, random seeds, dataset distribution
— to reproduce results on a given target. ; (2) Trace-
ability: a key component of configuration management in
industrial and critical embedded systems is the ability to
trace engineering choices back to high-level requirements.
All steps, artifacts and intermediate results should be
recorded to enable end-to-end traceability on a specific
outcome ; (3) In-situ: as embedded systems often rely on
physical and real-time constraints, the framework should
give the necessary tools to assess performance directly on
the execution targets, with the ability to monitor both
execution metrics as well as physical KPIs — energy and
memory consumption, CPU load, specific I/O monitoring
; (4) Domain-specific: the workflow should allow the inte-
gration of domain-specific methodologies, encompassing

explainable AI (xAl) and interpretable machine learning
(iML) stakes ; (5) Collaboration: Finally, the developed
tool should seamlessly integrate with decentralized prac-
tices from the open-source community, promoting open
research and facilitating the common capitalization of
developed intelligence, while preserving sovereignty and
confidentiality of critical assets.

Building upon these requirements and inspiration from
existing MLOps frameworks, a three-phase workflow is
presented.

a) Training and Optimization (T/0): takes an input
model or ML method and produces an optimized version
to be deployed on the embedded target. It may use
datasets, simulations using digital twins or post-training
optimization techniques.

b) Deployment and Measure/Qualification (D/MQ):
involves deploying the model on the execution target,
via a minimal application referred to as an inference
agent, and evaluate its performance against a set of user-
defined requirements for a given set of physical stimuli
(through its testing setup) or dataset. This involves
asessing ML metrics (e.g. accuracy, Fl-score), system
specific parameters (e.g. inference latency, memory and
energy consumption), or application specific KPIs ; these
measures are then compared to target values to ensure
the model meets desired performance and safety speci-
fications. Using a real test setup allows to assess some
niche-case scenario, for instance side-channel attacks on
power-supply while using the model.

¢) Comparative Analysis: allows to compare multi-
ple optimization experiments to select the best solution
for a given use-case. This ecompasses various benchmark-
ing scenario — e.g. hyper-parameter choices, or testing
multiple execution targets for a given model.

Finally, an ezperiment is defined as a sequence of T /O,
D/MQ and CA steps, with a fixed set of parameters, to
allow reproducibility.

III. TooLS AND METHODS

a) Programming language: Python is ubiquitous for
ML applications. Therefore, it serves as the main lan-
guage for this framework. Each step (T/O, D/MQ, CA)
leverage python scripts called methods as entry-points,
with an Application Programming Interface (API) track-
ing parameters, consumed artifacts (datasets, models),
and output metrics.

b) Infrastructure: The infrastructure currently in
use is shown in Fi1G. 1B. Heavy computational loads
are offloaded to a computation server, while testing is

Abstract for Trustworthy AT Summit
git rev: 711e89f4 on main
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Figure 1: Graphical summary of the developed tools

performed directly on the target using a Hardware-in-
the-loop (HIL) test bench. This setup allows to assess
the model considering real-time execution constraints and
external I/0, or physical events that may occur on the
target computing system.

¢) ML Tools: Reusability is a key requirement for
OVERITY-AI Existing code written using mainstream
AT and ML tools such as Scikit, PyTorch, Tensorflow or
Keras should be used with minimal modification, as well
as allowing to include domain-specific tools for xAI/iML.
ONNX is the preferred model exchange format.

d) Ezecution runtimes: Similarly, no custom execu-
tion runtime is currently developed, one should be able
to use the best fitting one for its target. However, a
specific focus is placed on IREE!, which leverage LLVM’s
MLIR([4], allowing a fine-grained control over the execu-
tion chain, making it especially appealing to resource-
constrained applications and for control flow graph based
optimizations.

e) Versioning: Versioning is currently managed
through git, utilizing git Ifs for large binary files such
as models and datasets. A programme is a reposi-
tory workspace containing assets for a project, including
methods (T/0O, D/MQ, CA), inference agents, models,
datasets, and reports. Inspired by the monorepo cul-
ture[5], each commit thus represents a snapshot of the
entire project at any given time. This approach firstly
provides a coherent workspace for engineering teams with
minimal engineering effort. Future versions will integrate
other storage and versioning solutions.

f) Reports and traceability graph: Each step gener-
ates a report containing: context information, i.e. input
parameters, random seeds, etc. ; environment infor-
mation, i.e. used machine, package versions, etc. ;
key metrics and log information. A traceability graph
links artifacts with integrity hashes. This enables tracing
a ported application back to its original input data
and optimization/validation steps. FIG. 1A shows an
example traceability structure for a comparative bench-
mark on different execution runtimes for a pruned and
quantized DepthAnything v2 small[6] model, deployed on
a StarFive’s VisionFive2 RISC-V board, and currently
being assesed using OVERITY-AIL

Thttps:/ /iree.dev

IV. CONCLUSION AND UPCOMING WORK

The OVERITY-AI framework introduces a workflow
suited to port, assess and deploy ML models on con-
strained targets, leveraging MLOps practices and HIL
testing. Its modular approach seamlessly integrate into
existing engineering methodologies by allowing usage of
mainstream ML tools, but adding required end-to-end
traceability to track ported applications.

The primary goal is to validate the tool’s effective-
ness and refine its design through real-world applica-
tions. Subsequent integration into comprehensive MLOps
frameworks will facilitate the deployment of a holistic
ecosystem, ultimately enhancing the end-to-end integra-
tion of trustworthy ML applications in embedded indus-
trial and critical systems.
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Abstract

A key challenge in creating Trustworthy Al is discovering underlying causal mechanisms to ensure systems are robust and their
reasoning is interpretable. While Large Language Models (LLMs) show promise for this task, current discovery methods using
them often suffer from instability and scale poorly. We propose a novel agentic framework to mitigate these issues by separating
stable semantic representation from high-level reasoning. Our system uses sentence-transformer embeddings for hierarchical
clustering and deploys an LLM-powered agent to interactively generate robust, high-level causal constraints, providing an

efficient and stable path to interpretable causal models.

1 Introduction

Causal graphs are powerful tools for describing data-
generating processes and modeling interventions [3]. How-
ever, obtaining them is a significant challenge. While tradi-
tional causal discovery methods exist, constraint-based ap-
proaches struggle with high-dimensional data, and score-
based methods can be computationally prohibitive [4].
Recent work has explored using LLMs for causal discov-
ery, but this often involves direct pairwise queries on vari-
ables, an approach that scales poorly with O(n?) complexity
and suffers from the inherent stochasticity and instability of
LLM outputs [1, 2]. Furthermore, many of these methods
depend on large, proprietary models, limiting accessibility.
To address these challenges, we introduce a novel agentic
framework for causal discovery. Our primary contribution
is a system that leverages an LLM not for low-level fact re-
trieval, but for high-level reasoning over semantically coher-
ent clusters of variables. This layered architecture cleanly
separates stable semantic representation, interactive explo-
ration by an agent, and final statistical estimation. By doing
s0, it prunes the search space for discovery algorithms, re-
duces reliance on massive LLMs, and increases the overall
stability and interpretability of the discovery process.

2 Methodology:
Process

An Agent-driven

Our framework formalizes causal discovery as a four-stage
pipeline, orchestrated by a stateful agent implemented using
LangGraph.

2.1 Semantic Representation & Hierarchical
Clustering

Given a set of observable variables V' = {v1,...,v,},
we first create dense vector representations for each vari-
able based on its name and description using a sentence-
transformer embedding model  : V — R?. We then ap-

ply agglomerative hierarchical clustering to the set of em-
beddings {p(v)}yev to produce a dendrogram T'. This tree
structure provides a multi-resolution grouping of variables
based on semantic similarity. Each internal node u in the
dendrogram defines a cluster C'(u) containing all variables in
its subtree.

2.2 The Agentic Interaction Loop

The core of our framework is an agentic loop where an LLM
(e.g., Qwen) interactively navigates the cluster hierarchy to
generate causal hypotheses. At any step ¢, the system state is
a partition P; of the variables into a set of clusters S; from
the dendrogram.

At each step, the agent receives a detailed prompt summa-
rizing the current state, including the variables in each cluster,
previously identified causal constraints, and a list of valid ac-
tions. Based on this context, the agent invokes one of three
tools:

e Split (u): If a cluster u € S; is deemed too hetero-
geneous, the agent can split it into its direct children in
the dendrogram.

e Merge (u_l, u.2): If two clusters ui,us € S; are
siblings in the dendrogram and semantically similar, the
agent can merge them into their parent node.

* TestCausal (u,v): The agent queries the LLM to
hypothesize a causal relationship between two clusters
u,v € S;. Positive results are recorded as directed
cluster-level relations, v — v.

This process is dynamic; the agent’s decisions are not pre-
programmed but are made in response to the evolving state of
the system, guided by the goal of forming meaningful clusters
and identifying causal links between them.

2.3 From High-Level Constraints to Forbid-
den Edges

The set of cluster-level causal relations, R, generated by the
agent are translated into hard constraints for a downstream
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Figure 1: An overview of the proposed frameword

discovery algorithm. For each cluster-level edge v — v €
R, we assume that no variable in the effect-cluster C'(v) can
be a cause of any variable in the cause-cluster C'(u). This
generates a set of forbidden variable-level edges F', where
the existence of an edge « — y is forbidden for all z € C(v)
and y € C(u).

2.4 Constrained Causal Structure Learning

Finally, we use the observational data matrix D to learn the
structure of the ground truth DAG G*. We employ DAGMA,
a continuous optimization-based discovery algorithm, which
solves for the weighted adjacency matrix W of the graph [5].
Our key integration is adding the set of forbidden edges F' as
hard-zero constraints to the optimization problem:

mmi/n L(W;D)+ A|W|

subjectto  h(W) =0,
Wij =0 V(vi,vj) e F.

Here, L(W; D) is the statistical loss function and h(WW) = 0
is the acyclicity constraint, also defined in [5].

3 Framework Evaluation

The framework’s performance is validated across several
key dimensions of causal discovery using standard synthetic
benchmarks (ASIA, CHILD) and datasets from the Root
Cause Analysis (RCA) literature.

Framework Stability. To assess stability, a core design
goal, we evaluate the framework’s robustness to minor, se-
mantically equivalent variations in the input variable descrip-
tions. This tests the hypothesis that the combination of de-
terministic embeddings and high-level LLM reasoning is re-
silient to superficial changes in the input.

Structural Accuracy. The accuracy of the final learned
graph is measured against the ground truth using standard
metrics, including Structural Hamming Distance (SHD), Pre-
cision, Recall, and F1-score. This evaluates the quality of the
constraints generated by the agentic process.

Efficacy in Root Cause Analysis. For scenarios mirroring
Root Cause Analysis (RCA), we evaluate the framework’s
ability to correctly identify the true root cause of simulated
system faults on labeled datasets.

4 Discussion

The primary contribution of this work is the agentic frame-
work itself. It offers a path toward more trustworthy Al by
enhancing several key aspects of causal discovery.

Interpretability. The process is transparent. The agent
reasons about named, meaningful clusters of variables, and
the generated constraints are explicit and understandable.

Stability. By design, our architecture mitigates the known
instability of LLMs. It uses them for high-level guidance
on stable, semantically-defined clusters rather than for noisy,
low-level pairwise variable judgments.

Efficiency and Accessibility. The hierarchical pruning of
the search space reduces the computational cost of the final
discovery phase. The framework is designed to be effective
with smaller, more accessible LLMs, avoiding a dependency
on large, proprietary models.

Future extensions could adapt the agent’s capabilities for
more complex scenarios, such as time-series data, by inte-
grating richer forms of constraints.
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Abstract

In the quest to design trustworthy Al systems, making fair decisions is a major key. Fair-
ness has to be evaluated in intersectional setup —when individuals can belong to multiple
protected subgroups— to reflect reality. Intersectionality requires to make design choices
about how we compare and aggregate pairs of subgroups. In this work, we provide a list of
possible aggregation choices and clarify their implications. We also demonstrate paradoxes
that can occur when optimizing for global fairness results in individual subgroups receiving
worse treatment, showing all the complexity of this design issue.

1 Problem definition

For a classifier M learned using a machine learning algorithm, fairness is usually measured by choos-
ing a metric (e.g. the probability of being correctly classifier, or the probability of being assigned the
positive outcome) that quantifies how much its prediction differs depending on whether an instance be-
longs to a protected group or not. As an illustrative case, we focus on the Equalized Odds metric
EOM)=PM(z)=1Y =1,A=1) — P(M (z) =1]Y =1, A = 0) that quantifies the difference in the
odds of obtaining the positive outcome M (z) = 1 provided that the true class Y is 1, depending on the
protected attribute A.

The above definition is given in the binary case where A € {0, 1}, which does not account for the possibility
of being subject to multiple sources of unfair treatment. This is covered in the intersectional setup, where A
is now a vector of the size of the number of protected attributes, which can take as many values A, As, ... Ay
as the number of subgroups. This raises the question of how to aggregate the differences between subgroups
in a global scalar fairness score, our focus in this work. Similarly to how different fairness metrics result in
different assessments of whether a model is fair, the choice of aggregation method is essential, and the subtle
differences between aggregation methods are often overlooked.

As a first design choice, in the one-vs-all approach, we form the vector of differences between all @ pos-

sible pairs of subgroups EOqy.an (M,4,j) ;= P(M (z) =1Y =1,A=A4)—-P(M () =1|Y =1, A= A4)),
whereas in the one-vs-mean approach [e.g. in [1], we instead use the k vector of differences to the aver-
aged outcome EOQq_y.mean (M, i) := P (M (2) =1|]Y =1,A= A;)— P (M (z) = 1]Y = 1). Note that the same
methodology could be adopted with the vector of ratios instead of differences.

2 Aggregation methods

Once the one-vs-all or one-vs-mean approach chosen, there are multiple ways to aggregate the multiple
differences obtained to produce a single concise score of fairness, independent of the number of subgroups
taken into account. This score will be used to decide whether the model can be considered fair or not, regard-
ing a selected threshold; or to compare different models in terms of fairness performances. For simplicity,
we will express all aggregation methods with the one-vs-all approach.



1. Worst case based methods: attention is focused on the fairness metrics applied to the most
discriminated subgroup, i.e. EOyops, (M) := min;en {P (M (z) = 1|A = A;,Y = 1)}, that accounts
for all other subgroups as it is a lower bound over all other subgroups odds by construction. The
priority is to avoid a few rare but very poor results being overshadowed by a majority of good results.

Worst case can be the score itself, or could be contrasted with the best case in a min-max difference
or ratio [3, 2]

min;eny {P (M (z) = 1|A = A;,Y = 1)}

max;en {P (M (z) = 1|A = A4;,Y = 1)}

Eomin-max (M) =

2. In v — SP subgroup fairness [5], the EOq v mean difference is weighted by the mass of each subgroups
before applying a threshold . M (x) is v — SP subgroup fair if :

EO,sp (M) = max|P (M (z) = 1| Y = 1) = P(M () = 1]4 = A, Y = 1)| x P(4= A;) <

In practice, pathological cases of subgroups with too little data to obtain a significative probability
are eliminated.

3. Probabilistic methods: Probabilistic unfairness [6] takes as score the probability
EOc_proba (M) := P(EOg.v.an (M,1,7) > ¢€), i.e the probability defined on the set of all pairs of
subgroups that EOq_y.a exceeds a fixed threshold e. It can be thought of as an opposite to worst
case methods, since large differences are allowed, as long as enough subgroup pairs (defined by ¢)
satisfy the criterion.

4. Norm Evaluation Taking the vector of differences EOq_y_a11 (M, 4, 7), the norm of this vector can be
calculated to obtain a single score. £, {5 or £,¥p € R norms can be used, each providing a different
balance between subgroups.

1/p
EOZP (M) := ||Eoo-v-a11||p = Z [EOo-v-an (Maivj”p

(4,4)

5. Mutual Information: Coming from information theory, this measure captures the dependence
between two random variables. Some works [4, |7] take inspiration of this tool to aggregate the
multiple probabilities P (M (z) = 1]Y = 1, A = A4;) in one score:

Iy—1(A:Y) = Z Z Py_i(a,7)log ( Py=i(a,§) )

by et Py_1(a)Py—1(9)

Mutual information between two random variables equals zero if and only if these two random
variables are statistically independent which means that Iy_1(4;Y) = 0 & P(Y[A,Y = 1) =
P(Y|Y =1) and Iy—1(A4;Y) reflects fairness results across subgroups.

3 Implications and paradoxes

While they all take as input the same probabilities, the scores derived from the various aforementioned
aggregation methods do not carry the same information. Worst case based method might not achieve the
best fairness performance reachable on some pairs of subgroups, but they avoid very problematic results.
On the contrary, a good score in term of 1 norm assures high fairness performances across the majority
of subgroups couples but might leave some hidden bad performances. Using a £, norm on the vector of
differences, the greater p, the more the bigger values of differences will weight in the score.

Choosing one aggregation method rather than another implies a completely different distribution of results
across all the sub-groups considered. Some paradoxes can even happen when reducing the global fairness
according to one method leads to increasing "unfairness" towards one or several specific subgroups. A whole
study can be conducted to show the impact of the aggregation choice and to highlight different concrete
cases where previously mentioned paradoxes happen.
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Abstract

Symbolic regression (SR) seeks to discover human-readable mathematical expressions that explain observed data. We present
a novel boosting framework based on Memetic Semantic Genetic Programming (MSGP) that produces interpretable and
accurate models. Our method integrates semantic backpropagation, local search, and linear scaling into weak learners that
are assembled via boosting. Experiments on real-world datasets demonstrate that our approach achieves state-of-the-art
performance while producing concise and interpretable expressions, making it well-suited for trustworthy Al applications.

1 Introduction

For a given dataset (X, y), symbolic regression (SR) aims to find a function f(X) : R™ — R that represents the underlying
relationship between the input features (X) and an output (y). In recent years, Genetic Programming (GP) [1] has attracted
increasing attention in machine learning due to its ability to evolve both model structure and parameters without prior assump-
tions about the data [2, 3]. The symbolic nature and flexible representation of its solutions enable the modeling of complex
data relationships. These properties position GP as a potential alternative to neural networks. Traditional GP-based SR
approaches rely solely on a program’s final output to evaluate performance, often ignoring the semantics of intermediate sub-
trees [4, 5]. However, incorporating semantic information can guide the search toward generalizable and simpler expressions.
Furthermore, small changes in a GP solution may significantly alter fitness, thereby hindering search efficiency. Memetic
algorithms (MAs) [2] provide an effective way to compensate for the capability of global exploration of general evolutionary
methods with the increased exploitation that can be obtained through local search. They combine population-based evolu-
tionary algorithms and individual-based local search strategies. This work introduces a method, semantic boosting regression
(SBR) [6], which enhances GP with semantic guidance and memetic local search, and wraps it in a boosting framework to
improve robustness and accuracy. Our SBR approach combines a set of semantic learners trying to improve the generaliza-
tion performance. Experimental results on various real-world benchmark datasets show that our proposed methods can have
equal or better performance compared to state-of-the-art (SOTA) non GP-based (e.g., Decision Tree and Random Forest [7]),
GP-based methods (e.g., GP-GOMEA [8], gplearn [9]), and SyRBO [10], which is a GP-based boosting method.

2 Memetic Semantic Boosting

Although semantic backpropagation (SB) [5] and memetic algorithms have each been applied to symbolic regression, their
combination offers enhanced interpretability and generalization. Semantic backpropagation facilitates the generation of pro-
grams approximating the desired output, while memetic algorithms refine these programs by exploiting subtree semantics.
However, SB often leads to excessive tree growth (bloat), increasing evaluation cost and reducing generalization. We address
this by incorporating linear scaling (LS) [11], allowing SB and memetic refinement to focus on structural aspects, while LS

OptimiZGS coefficient Scaling- Algorithm 1 Semantic Boosting Regression Training
Given a dataset composed of NV independent samples (X;) With  gequire: fitness cases (X, 1)
m independent input variables (X; = [%;1,%;2,.-.,%m|) and a Require: stages {number of boosting stages}

. . . . Require: k f MSGP
corresponding target output (y;), the task of symbolic regression is eduire: kwargs {arguments o J

. . . 1: boosters < []

to find a tree (7 (.)) that minimizes the distance between its outputs 2: fori « 1 to stages do
and the target output (/) [13, 14]. Such a tree 7(.) is built froma 3¢ boostersli] < MSGP(kwargs).train(X.y) [12] ,

! . . 4. y <y - boosters[i].predict(X){updates the target values to the remain-
set of predefined functions and a set of terminals (a.k.a. the input ing residuals [12]}
variables and ephemeral constants). For instance, using the mean 5 endfor i

. . . 6: T <« join_trees(boosters){concatenates (i.e., sum) the trees of all boost-
squared error (MSE) as the distance metric (a.k.a. fitness function) ers)
for 7(.), and denoting ) the outputs of tree 7, the task of symbolic 7 7 «-LS(7.y) {computes the coefficients of the tree 7'}
8: return T

regression is to find a tree 7 (.) that minimizes M .SE(T).
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The SBR algorithm (Alg. 1) includes a set of Memetic Semantic GP for Symbolic Regression (MSGP) models [12] as
weak learners. Hence, training a model comprises fitting an MSGP model and updating the target values for the next stage to
be the residuals of the current model (Line 4), as usually done by traditional gradient boosting algorithms. The output model
is a large tree made of the sum of each individual learner tree after undergoing a global linear scaling phase ( Line 7). The

prediction phase then simply applies the trained model to the fitness cases.

3 Experimental Results

We evaluate the proposed semantic boosting regression algorithm on dif-
ferent real-world regression dataset benchmarks, having heterogeneous
features and samples. Moreover, These datasets are standard in GP liter-
ature GP [15, 8, 16] as overfitting the training set occurs either when
complex models are learned or when models are built using discon-
tinuous functions. As baselines, we consider both evolutionary and
non-evolutionary algorithms: Decision Tree (DT) and Random Forest
(RF) [7]) for non-evolutionary approaches, and Gene-pool Optimal Mix-
ing Evolutionary Algorithm (GP-GOMEA) [8] and gplearn [9] as
the GP-based approaches. Fig. 1 shows that the SBR algorithm consis-
tently outperforms MSGP and Symbolic-regression boosting (SyRBO)
across most datasets, particularly with five and ten boosting stages.

Figure 1:
across 30 independent runs, using one MSGP, five, and ten boosters
for each benchmark dataset. The shaded area represents the 95% confi-
dence interval.

,E ‘/\/\/\ f\’/ \{\/44\/»\/ A

Accuracy of semantic boosting regression on the test set

While SyRBO achieves competitive accuracy, it often generates excessively large expressions (Fig. 2a), likely due to its
reliance on gplearn as a weak learner. In contrast, SBR produces much more compact symbolic expressions (Fig. 2b

and Tab. 1).

4 Conclusion

Symbolic regression aims to model data through interpretable mathemat-
ical expressions, often using Genetic Programming (GP) due to its flex-
ible, assumption-free nature. However, GP-based methods frequently
suffer from overfitting and bloated expressions. This paper presents a
memetic semantic boosting algorithm that combines population-based
search with semantic-guided strategies to generate compact yet accurate
models. Experimental results demonstrate that our method matches or
exceeds the performance of both evolutionary and traditional machine
learning approaches on diverse real-world datasets.
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Figure 2: Sizes of expressions outputted by SBR and SyRBO for each
benchmark dataset.

Table 1:

benchmark dataset.

Examples of the best expressions found by SBR for each
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5 stages

10 stages

AF

EC

EH

TW

WR

WW

YT

—0.006411 * X1 % X3 — 0.006411 * X1 % X5 +
0.006411 % X2 — 0.006411 * X4 + 127.71

517 X1+ X4+ 10.86 + 5.17 » X6 + X13 +
5.17% X6+ X11+45.17  X12 + X10
0.026 * X1 + X4+ 0.026 * X2+ 0.026 » X4 +
X8+ 0.026 % X5 * X8 + 0.026 x X8 + 25.40 +
0.026 % X8 + X5

—0.01 % X164+ 0.01 + X29 + 0.01 » X30 + X4 +
0.01% x49+00172m * X55 — 7.772227 +

1.55 % X1% X2+ 1.55 X1+ X3 — 762.86 +
1.55 % X5 + X1

—0.12 % X1% X2 —0.24 * X1+ X5+ 83.96 —
0.12% X7+ X4

—5.86% X1 —5.86* X1+ X23 — 5.86 % X2 +
X 25— 5.86 x X23 + X5+ 5.86 x X6+ 27.51 —
5.86 % X6+ X4

0.36 % X10 * X5+ 0.36  X11 + X2+ 0.36 *
X2+ X4+228
0.01 % X1+ X4+ 0.01 x X11 % x2 4 0.02 *
X2+ X6+4.39+0.01 x X2+ X11

85.80 x X6 * x2 + 86.77
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0.006711 * X4 + 127.257606 — 0.006711 * X2 +
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—0.14%X1—0.14x X 11+ X4+0.14x X 13—0.14x
X3—0.14 X5+ X9—0.14+ X8+26.14—0.14x
X6+ X3—0.14% X6+ X11—0.14% X183+ X10
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X4+0.02% X4+ X8+0.03 % X5+ X8+21.17
—9.3¢—5%X16+ X7 —9.3¢—5%
5% X184+ X19—9.3e—5%X29-9.

+X: 6
010'x1‘x2+015»x X34 0.05 % X3 *
XT+0.05 X4 % X5+0.05 X4x X7 —
80.28 +0.05 * X5+ X1
0.19% X1+ X2+0.19 x X1+ X3 +0.09 %
X2+ X4+0.09 % X3+ X7 +0.09 x X5+
000+ X7 — 87.27 + 0.09 « X7 + X5
—2.54% X142.54% X1+ X3-2.544 X1342.54

X

011+ X104 0.11 % X114 0.11 x X2 4 0.1 %
X2+ X4+0.11% X4+ X7+0.11 X5 X9+
0.11 x X9 +3.76 4 0.11 * X9 + X6+ 0.11 %
X2+ X11+0.11% X6+ X11+0.11 % X2+ X1
18.12 X2 + X3 + 72.49 * X67 + 67.801051
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ULTIMATE: mUIti-Level Trustworthiness to IMprove the Adoption of hybrid arTificial intelligence
®Author:

Michel Barreteau, Thales

®Abstract:

An increasing number of organisations and corporations have incorporated Al technologies for
production and other purposes. Unfortunately, due to a lack of validity, ethics and explainability, the
wide-scale adoption of Al has been fraught with difficulties despite multiple potential benefits. The
EU-funded ULTIMATE project aimed to develop and evaluate industrial-grade hybrid Al models that
address these challenges and enable Al to spread even further through the industrial sector. To
achieve this, the initiative provided the stakeholders with methods and tools to ensure
trustworthiness (for acceptance purposes) all along the hybrid Al model's life cycle in order to
improve worker and Al cooperation.

Full text:
Al has entered the business mainstream, opening opportunities to boost productivity and innovation but
suffer limitations hindering wider adoption of knowledge-based or data-driven Al algorithms in industrial
settings. Both approaches complement each other and form a critical foundation for the adoption of Al in
industry. However, hybrid Al does not fully address the issue of trustworthiness (validity, explainability, and
ethics).
The ULTIMATE project pioneered the development of industrial-grade hybrid Al based on three stages to
ensure trustworthiness:
®relying on interdisciplinary data sources and adhering to physical constraints regarding the design
& development of hybrid Al (1st stage),
®as well as the development of tools for explaining, evaluating and validating hybrid Al algorithms
and asserting their adherence to ethical and legal regulations (2nd stage);
@®these will be exemplified using real-world industrial use cases (3rd stage) in the Robotics
(collaboration between human and robots for logistics activities) and Space domains (Failure
detection for satellites) to promote the widespread adoption of hybrid Al in industry;

®in addition, ULTIMATE investigated an end-to-end trustworthy Al methodology that considers

ethical values together with the usual technical criteria mentioned above.
The breakthrough generic hybrid Al architectures with improved explainability and robustness and the
predictive model on trustworthiness developed in ULTIMATE provide industrials with improved shopfloor
efficiency (reduction objective of downtime and of operational costs) and empower their staff through
trustful human/machine cooperation allowing highly skilled jobs and increasing decision power and safety.
This aims at being beneficial to European industry to gain pre-emptive advantage in the market of industrial
Al solutions and will increase trustworthiness in the use of hybrid Al components by the wider public.
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Working with Intersectional Fairness: A Handbook for Scrum Teams

FAIR Al CANNOT BE ACHIEVED WITH A CHECKLIST

The Fair Al Scrum Handbook

* offers tools and starting points to support integrating fairness.’

* does not guarantee a fair product but guides intentional progress
toward it.

Because:

* fairness is not a fixed outcome.

* It requires ongoing dialogue, reflection, and adaptation.

* this process can be difficult and uncomfortable.

INTERSECTIONAL FAIRNESS

Fairness through the intersectional framework
understands and addresses the harms experienced
by individuals due to the intersecting and often
marginalised aspects of their identity.

FAIRNESS INTEGRATED IN SCRUM

Fairness should not be treated as an afterthought,
but considered throughout development

This fits well within Scrum because:

* Scrum is iterative & adaptive, and

* there is space for reflection & discussion

1 Approach based on: Steven Vethman, Quirine T. S. Smit, Nina M. van Liebergen, and Cor J. Veenman. 2025. Fairness Beyond the Algorithmic
Frame: Actionable Recommendations for an Intersectional Approach. In Proceedings of the 2025 ACM Conference on Fairness, Accountability,
and Transparency (FAccT '25). Association for Computing Machinery, New York, NY, USA, 3276-3290. https://doi.org/10.1145/3715275.3732210

Fairness in Scrum
Artefacts, Roles and Events

Make the participation of
community representatives

Document all the risks you
come across: in the

Invite community
stakeholders to

approach, methods, data,
application.

Define the Product Goal
such that it contributes
towards social justice
Evaluate whether a
technical or Al solution is
necessary. \Would a non-
tech solution be better for
the problem at hand?

mutually beneficial and
financially sustainable.
Facilitate sessions that
promote finding a common
language between all
disciplines in the team
Ensure there is a
mechanism for impacted
communities to voice their
worries, passively and
proactively

participate. Recognize that
community goals may
diverge from those of
Developers.

Consider holding separate
sessions for community
members for an open and
honest dialogue

Ensure there is enough
time to critically test and
evaluate the intended data,
models and metrics.

Want to know more? Download the handbook

Funded by the European Union. Views and opinions expressed are however those of the author(s) only
and do not necessarily reflect those of the European Union or the Culture Executive Agency. Neither the
European Union nor the granting authority can be held responsible for them.
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Needle in a Patched Haystack: Evaluating Saliency Maps for Vision LLMs

Bastien Zimmermann' Matthieu Boussard !

1. Introduction & Motivation

Retrieval-Augmented Generation (RAG) fuses retrieval with
large-language modeling to ground answers in external ev-
idence. In its multimodal variant—jointly processing text
and page-level imagery—RAG powers document search,
medical-image triage, and other high-stakes tasks. Systems
such as ColPali encode each page into visual tokens, ap-
ply a late-interaction matcher to rank pages, and overlay a
cosine-similarity heat map as an explanation.

Recent work shows that raw cosine similarity is an unreli-
able saliency signal. Mapping late-interaction scores back
to input patches is ill-posed, and representational overlap
can obscure whether the model attends to truly diagnostic
features—at odds with the transparency, robustness, and
accountability demanded by the EU AI Act. Our analysis
confirms that ColPali-style maps exhibit spatial artifacts,
modality drift, and lexical cross-talk, undermining trust in
the Al systems.

To remidiate this we provide the following contribution:

* Benchmark: We release
Needle-in-a-Patched-Haystack, = comprising four
synthetic, model-aligned datasets with per-patch
metrics for rigorous localization testing.

» Limit analysis: We prove that cosine similarity fails
as a faithful saliency proxy in late-interaction VLMs.

* Patch-level dissection: We propose a lightweight rou-
tine that traces evidence accumulation across image
and text streams.

Together, these tools elevate interpretability from a
“nice-to-have” visual overlay to a falsifiable property of
multimodal RAG systems. In this short paper we intro-
duce the datasets and related benchmark, further results are
tackled in (Zimmermann & Boussard, 2025).

2. Benchmark Overview
2.1. Patch-Based Datasets for Vision-Language Models

To probe patch-level localization and text retrieval under
controlled conditions, we generate model-aligned images
whose grid exactly matches each backbone’s native patch

layout. Every sample contains a single special patch that
ground-truth saliency should elevate; all other patches act as
distractors. We release four increasingly realistic variants:

* Patch — a blank grid with one black square; tests pure
spatial localisation.

* Single-Word — the black square now carries a high-
contrast word; evaluates joint visual-text focus.

* Multi-Words — every patch contains text; only the tar-
get patch bears the needle word while distractors show
a confounding word. We create positive (semantic co-
sine > 0.7) and negative (cosine < 0.1) word-pair
subsets by sampling from a 2 000-adjective fastText
vocabulary augmented with 10 synthetic non-words.

» Text — all non-target patches are filled with unrelated
Lorem-Ipsum sentences, stressing the model’s ability
to ignore dense textual clutter.

Lorem ipsuBlack]
Black White White Black

or sit amet, co
White White White

nsectetur adipi
White White White

(a) Patch (b) Multi-

word

Single- (c) (d) Text

words

Figure 1. Visual representations of datasets used to assess VLMs,
with the special patch at position (2, 0) inside a 3 x 3 grid.

2.2. Evaluation Metrics for Image Similarity Maps

Let the flattened similarity map be s € R"™, with peak index
imax = argmax; s;, and let Z denote the set of ground-truth
patch indices (one or more if the needle spans several cells).
We report four complementary, patch-level scores:

e Accuracy: A binary success indicator,

Acc = ]l(imax S I),

* Score: The mean similarity of the interesting regions,

1
mzsh

i€l

Score =

capturing the absolute response strength the model
allocates to the target content.



Needle in a Patched Haystack (concise)

* Rank: The 1-based ordinal position of the interesting
patch in the global ordering of similarities:

- HW
Rank = —— 1I(s; > maxs;
HW . ( J ieT 2)7
J=1
¢ Distance (normalised): The Euclidean distance be-
tween the max patch and the nearest interesting patch:

1
12+ (W —

Dist =

1)2 IZ%I%IH pmax_pi’

27

VH -

All metrics operate at the patch level, aligning evaluation
with the model’s internal granularity and avoiding pixel-
scale artefacts.

2.3. Needle-in-a-Patched-Haystack Evaluation

For each grid coordinate (z,y) we insert the special patch,
run the model, and log the four metrics from Section 2.2.
The resulting 2-D grid result map visualises localisation
performance per position. Averaging these maps across ran-
dom seeds yields the Needle-in-a-Patched-Haystack surface,
which simultaneously highlights zones of reliable ground-
ing and recurrent failure, offering a succinct diagnostic of
patch-level saliency.

2.4. Results at a Glance

Score

Accuracy 0.37
e ] .

4

-0.1 0.98™

Figure 2. Needle-in-a-Patched-Haystack for the Patch Dataset us-
ing the ColPali model.

* Progressive realism helps. As we move from PATCH
to TEXT inputs, all models show rising Accuracy and
falling Distance (Fig. 3), confirming that similarity
maps improve when the stimulus resembles the training
distribution.

¢ Model strengths diverge. @ Gemma excels on
SINGLE-WORD, while the RAG-tuned ColPali and
ColQwen dominate on dense TEXT, indicating that
late-interaction fine-tuning favours cluttered layouts.

» Spatial artefacts persist. ColPali exhibits an “O-
shaped” artefact in the bottom left corner (Fig. 2);
ColQwen shows a bottom-left bias, revealing position-
dependent weaknesses invisible to global metrics.
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Colgwen baseline ~ —4— Colpali —k- Gemma

Figure 3. Evolution of four localisation metrics (mean = 95% CI)
as input realism increases. Higher is better for Accuracy and Score;
lower is better for Rank and Distance. Random Baseline is model
patch-grid dependent so there is one baseline per model.

* Lexical interference is model-dependent. Semanti-
cally related distractors hurt ColPali and ColQwen but
improve Gemma ; late-interaction objectives appear to
amplify token-level confusion.

* Well above chance. All three VLMs outperform a
random baseline on every metric, so observed quirks
stem from architectural bias rather than noise.

3. Conclusion

Cosine-similarity heat maps rarely reveal how multimodal
RAG models truly ground predictions. By pairing a for-
mal analysis of the late-interaction mechanism with the
Needle-in-a-Patched-Haystack benchmark, we showed that
state-of-the-art VLMs suffer from position-dependent arte-
facts, a persistent image—text modality gap, and limited
spatial reasoning. Our open-source datasets, metrics, and
diagnostic surfaces provide a lightweight drop-in test that
practitioners can run before deployment. Closing the identi-
fied gaps—through better positional encodings, bias-aware
fine-tuning, and real-document evaluation—remains crit-
ical for building transparent and trustworthy multimodal
systems.
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Towards Trustworthy and Efficient Smart Routing for Large Language Models

ROULE Jule!

Abstract

With the rapid development of numerous Large
Language Models (LLMs), the task of selecting
the most suitable model for a given query has
become an important challenge. Smart rout-
ing aims to address this by dynamically select-
ing the model for a query that maximizes a spe-
cific performance, cost, or safety criterion. In
this paper, we propose a smart routing system
tailored to a specific domain that can also gen-
eralize to newly released LLMs. Our architec-
ture combines lightweight classifiers with safety-
aware filters to route requests based on skill,

complexity, and risk. Preliminary results show

that learned routers can significantly reduce costs

while maintaining output quality, and that in-
tegrating guardrails improves robustness against
adversarial and sensitive inputs. This work paves
the way for LLM routing systems that are not
only efficient but also trustworthy and ethically
ouided.

Goals and Motivation

e Trustworthiness Our goal is to build a dynamic
router tightly linked to specific domains to be more
reliable and transparent.

e Safety: We aim to enhance the router’s robust-
ness by integrating Guardrails that act as a se-

These
filters detect harmful intent, prevent malicious in-

curity layer before any LLM interaction.

puts, and reduce exposure to biased or unsafe con-
tent. This ensures safer handling of user queries
and better alignment with regulatory and ethical
standards.

e Cost efficiency: High-end models like GPT-4
offer excellent performance but are often overused
even for tasks that could be handled by smaller and
cheaper models, leading to unnecessary compute

costs and carbon footprint.

ILHE Paul*, MOUAYAD Mehdi',

MAZARS Gilles?,
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State of the art

Recent papers propose both a review of the existing
dynamic routers and the metrics derived to assess
their performance.

| Fouter all-strong  all-weak  strong-lo-weak
Oracle rg 1.39 0.77 (.0
rol(.3) 1.55 1.42 | 45
_ LinearE 1.54 1.54 081
.II MLPR 1.50 1.52 0.76
= | C-RoBERTa (.93 0.94 WL
MLC 1.52 .34 .52
PREknn 1.58 1.56 | 52
Random 1.59 1.50 | .59
Oracle r, 2.09 0.90 | .49
rol(.3) 227 2.0 215
_ LinearE 227 228 | 58
| MLPR 2.26 225 .50
= | C-RoBERTa 1.53 1.53 WL
MLC 225 0.03 | (3
PREknn 231 230 228
Random 232 2.32 232

Figure 1:The Entropy (£),) for different routers from [1]. Some
router methods suffer from the classification bias, i.e. when L,

is close to 0.
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Figure 2:Routing results on Code, Math, and Translation on

simple benchmarks [3].
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Figure 3:Routing results on the safety benchmark AdvBench,

compared against plain harmful text [3].
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Figure 4:Architecture diagram
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Our architecture leverages the functionalities of
LiteLLM to orchestrate multiple large language
models (LLMs) while enforcing safety through inte-
erated guardrails, such as PII masking and prompt
injection detection. In the middle of this system
there is an AI Gateway, responsible for processing
incoming queries: it first assesses whether a request
should be accepted or rejected based on predefined
safety criteria, then routes it to the most suitable
LLM according to a given criteria such as perfor-
mance/cost ratio or performance/energy ratio. This
decision is guided by analyzing the query’s complex-
ity and required capabilities, matched against a dy-
namic model leaderboard.

Building on this foundation, the architecture is
an adaptive and domain-specialized smart
router capable of evolving alongside technological
advancements. Unlike static systems, our router can
integrate new LLMs without requiring full retrain-
ing, ensuring long-term scalability:.

BARRY Mariam?

For each application domain (e.g., medical, legal,
financial), a small fine-tuned language model (SLM)
classifies queries and supports routing toward the

most efficient model.

This design enables both cost-effective performance
and domain-level precision, making the system re-
silient and optimized for real-world deployments.
With this architecture, several AI Applications can
post requests to the Router Service when it needs
the result of an ML model, decoupling the applica-
tion logic from the Al model itself. One immediate
benefit is that we can easily switch between models
and serve multiple applications from the cumber-

some and recurring models’ adaptations over time.

Future Work

In the next phase, we aim to strengthen our router
with a Responsible Al layer by integrating LLM

Guardrails |2|. These safety filters will operate just
before the routing, detecting harmful intent, sensi-
tive content, or adversarial inputs before any gener-
ation occurs. Additionally, we plan to evaluate our

system using a domain-specific benchmark dataset,
allowing us to test both its routing accuracy and
its ability to enforce safety and ethical constraints
in specialized contexts. This will help ensure not
only efficient model selection, but also trustworthy,
context-aware orchestration of LLMs in real-world
applications.

1| Huang, Zhongzhan et al., Routereval: A
comprehensive benchmark for routing llms
to explore model-level scaling up in llms,

(2025)

Dong et al., Safeguarding large language
models: A survey, (2024)

Kassem et al., How Robust Are
Router-LLMs?(2025).




Trustworthy Al in Air Cargo Compliance: A Small Language Model
Approach with Contextual Retrieval and Chain-of-Thought Reasoning
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Abstract

We present a trustworthy Al system for air cargo regulatory compliance that combines small language models
with contextual retrieval and chain-of-thought reasoning to ensure transparent, interpretable decisions. Our
approach addresses critical trust requirements in regulatory compliance by providing explicit reasoning chains
and auditable decision processes while maintaining accessibility through resource-efficient deployment. The
system demonstrates that trustworthy Al can be achieved through interpretable architectures rather than relying
solely on larger, opaque models. Current consortium validation focuses on establishing industry confidence in
automated compliance decision-making.

1. The Critical Need for Trustworthy Al in Regulatory Compliance

High-Stakes Decision Making: Regulatory compliance errors result in substantial financial penalties and op-
erational disruptions [1]. The consequences of incorrect decisions in this domain extend beyond immediate
costs to long-term reputational damage and regulatory scrutiny.

Transparency Requirements: Regulatory authorities and industry stakeholders demand explainable Al deci-
sions for audit and validation purposes [3]. Traditional Al systems must provide clear justification for their
recommendations to meet regulatory standards.

Trust Gap: Current Al solutions often operate as “’black boxes,” limiting adoption in compliance-critical envi-
ronments. The opacity of existing systems creates hesitation among industry professionals who require under-
standing of decision-making processes.

Industry Impact: Manual compliance verification creates bottlenecks, delays, and human error risks in global
supply chains [2]. The scale and complexity of modern air cargo operations necessitate automated solutions
that maintain human-level trustworthiness.

2. Our Trustworthy AI Approach: Interpretability by Design

Core Philosophy: Trust through transparency rather than complexity. Our fundamental principle prioritizes
explainable decision-making over raw performance metrics, ensuring that stakeholders can understand and
validate system outputs.

Architectural Principles:

* Small, specialized models over large general-purpose systems

* Explicit reasoning processes that mirror human decision-making

* Contextual information retrieval that shows ”what the system knows”

* Structured decision outputs that enable validation and review

Trustworthiness Pillars: Our approach is built on four foundational elements: Interpretability ensures deci-
sions can be understood; Auditability provides clear trails for regulatory review; Accessibility enables deploy-
ment in resource-constrained environments; and Reliability maintains consistent performance across diverse
scenarios.



3. System Architecture for Trustworthy Decision-Making

Multi-Stage Reasoning Pipeline:

Contextual Knowledge Retrieval: Transparent selection of relevant regulatory information ensures that the
system’s knowledge base is visible and verifiable. This stage identifies and prioritizes applicable regulations,
standards, and compliance requirements specific to each cargo scenario.

Chain-of-Thought Processing: Step-by-step reasoning visible in “’think” tags provides complete transparency
into the decision-making process. Each logical step is documented, allowing stakeholders to follow the system’s
reasoning from initial assessment through final determination.

Structured Decision Output: Clear reasoning chains, explanations, and classification decisions are presented
in standardized formats that facilitate review and validation by human experts and regulatory authorities.

Trust Enhancement Features:

Reasoning Transparency: Every decision includes visible logical steps that can be independently verified.
This transparency enables stakeholders to identify potential errors or biases in the decision-making process.

Context Provenance: Clear tracking of which regulations inform each decision provides accountability and
enables targeted updates when regulatory requirements change.

Uncertainty Handling: Explicit identification of insufficient information cases prevents overconfident deci-
sions and directs attention to areas requiring human intervention.

Local Deployment Capability: Data privacy through on-premises processing addresses security concerns
while maintaining full functionality in restricted environments.

Industry Validation Framework: Consortium-based approach for establishing real-world trust involves mul-
tiple stakeholders in the validation process, ensuring broad acceptance and reliability across diverse operational
contexts.

4. Broader Impact and Future of Trustworthy Regulatory Al

Paradigm Shift: Moving from “trust through performance” to trust through transparency” represents a fun-
damental change in how Al systems are evaluated and deployed in critical applications. This shift prioritizes
understanding over accuracy metrics alone.

Scalability: Framework applicable across multiple regulatory domains requiring explainable decisions. The
architectural principles developed for air cargo compliance can be adapted to other regulatory environments
including customs, safety, and environmental compliance.

Industry Transformation: Enabling automated compliance while maintaining human oversight and validation
creates new possibilities for efficient, reliable regulatory processes. This balanced approach preserves human
authority while leveraging Al capabilities.

Research Contribution: Demonstrating that trustworthy Al can be achieved through thoughtful architecture
design rather than computational scale challenges the prevailing emphasis on larger models and highlights the
importance of transparency in critical applications.
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Title: Empowering Critical Thinking in LLM Use: Designing Support for
Risk Mitigation

Abstract:

Large Language Models (LLMs) such as GPT-4 and LLaMA 2 have become widely
adopted due to their powerful natural language capabilities and accessible, chat-
based interfaces. These systems are increasingly used for tasks like information
retrieval, decision support, and creative writing. However, despite their strengths, LLMs
are prone to producing outputs that may be inaccurate, inconsistent, incomplete,
irrelevant, or biased—risks that are often difficult for users to detect. The fluent and
convincing style of LLM-generated text can lead users to overestimate the reliability of
the content, resulting in uncritical acceptance and potentially serious real-world
consequences, including legal or medical errors.

Current research on mitigating these risks has largely focused on technical solutions
such as fine-tuning or fact-checking algorithms. While these strategies may be useful,
they are also often resource-intensive, insufficient to fully address the lasting
drawbacks inherent to LLMs’ functioning, and happen ‘behind the scenes’. Therefore,
important information that may be pivotal for judging the trustworthiness of the
outputs is withheld from the user in such approaches. As such, we argue that a
complementary, user-centered strategy is necessary—one that empowers users to
critically evaluate and contextualize the outputs they receive from LLMs.

In this work, we explore critical thinking as a key tool for safe and effective LLM use.
We define it as a set of reflective and analytical practices that enable users to evaluate
claims, identify potential biases, consider alternative perspectives, and question
underlying assumptions.

To support this, we developed five Critical Thinking Support Functions (CTSFs)—
conceptual tools and design features intended to foster user awareness, reflection,
and scrutiny during LLM interactions. These functions are a hybrid of technical
mitigation and user-facing feedback mechanisms, designed to reduce the cognitive
effort needed for critical evaluation while raising awareness of potential pitfalls.
Simultaneously, users maintain cognitive agency when interacting with LLMs. The
CTSFs include:

1. Prompt Pro - Guides users in formulating clearer and more specific prompts,
reducing ambiguity and increasing output quality. Aims to mitigate: Inaccuracy,
Incompleteness, Irrelevancy, and Inconsistency

2. Inaccuracy Identifier - Flags outputs likely to contain factual errors,
encouraging users to verify information. Aims to mitigate: Inaccuracy



3. Consistency Conveyor - Highlights discrepancies across multiple LLM outputs,
fostering awareness of conflicting interpretations. Aims to mitigate:
Inconsistency

4. Tool Teacher - Informs users when an external tool might be better suited than
an LLM for a specific task. Aims to mitigate: Inaccuracy

5. Bias Buzzer - Alerts users to potentially biased or harmful content, prompting
critical reflection. Aims to mitigate: Bias

These functions were co-developed with experts in the field and evaluated through
two participatory workshops involving researchers in NLP, HCI, and data science, as
well as professionals from organizations interested in adopting LLMs from domains
such as healthcare, finance, ICT, and public services. Interface prototypes of the CTSFs
were used in the sessions to illustrate what they might look like in practice.
Participants in the first workshop rated the CTSFs on novelty, feasibility, and relevance.
The second workshop focused on exploring real-world applicability and added value
through activities like storyboarding, scenario analysis, and ranking exercises.
Participants applied the CTSFs to their own organizational contexts, using templates to
articulate their use cases, expected LLM behavior, and perceived risks.

Across both workshops, Prompt Pro was seen as the most broadly applicable and
impactful, addressing common prompt formulation issues while indirectly mitigating
multiple LLM risks. Participants also saw promise in the Inaccuracy Identifier and the
Consistency Conveyor, but they mentioned that these functions could in part be
covered by the Prompt Pro as well. The Tool Teacher and the Bias Buzzer were seen as
less generalizable and more context-/culture-dependent.

One key additional insight from this work is the value of intentional “friction” or
seamful design—features that momentarily disrupt the interaction to encourage user
reflection. This stands in contrast to the trend toward seamless Al interfaces, which
may unintentionally suppress user criticality. The Prompt Pro concept, for example,
introduces contextual prompt feedback within the chat interface, nudging users to
think more deliberately about their inputs and expectations. Striking the right balance
between usability and intentional friction will be crucial in future implementations.

By embedding support for critical thinking into LLM experiences, this work helps users
better navigate uncertainty, reduce the impact of misleading outputs, and promote
more responsible use of generative Al tools. Rather than aiming for (likely impossible)
fully automated correctness, we advocate for interaction designs and user support
systems that cultivate critical engagement. Future work should focus on testing these
support functions in applied settings and developing robust measures to evaluate
critical thinking in human-LLM interaction.
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Abstract

This paper discusses an alternative approach to explain ML
models, exploiting semantic relations and latent patterns
among features and outcomes. In addition, a counterfactual
explanation graph is used to support the proposed explana-
tory technique.

Introduction

One fundamental objective towards Trustworthy Al is the
capability of providing explanations regarding the Al-driven
decisions. Explanations help users to understand the deci-
sions of Al systems and allow the systems to earn users’
trust. This is particularly important in sensitive areas such
as healthcare, finance, and legal systems, where the impli-
cations of Al decisions can be significant. In this work, we
focus on a particular class of Al applications, the machine
learning (ML) classifiers.

The most common approach to explain an ML classifier
is the so-called feature attribution methods. A feature attri-
bution method assigns an importance score (or weight) to
each feature, indicating the degree to which each feature in-
fluences the final decision. Literature offers many feature at-
tribution methods that are well received by the community.
Ribeiro et al. introduced LIME (Ribeiro, Singh, and Guestrin
2016), a model-agnostic method for providing local explana-
tions. LIME builds a linear model around the input and uses
the weights of this local linear model as indicators to iden-
tify the most important input features. Chen and Song (Chen
and Song 2018) propose a framework where a feature se-
lection function is trained to identify the most informative
subset of features for each individual data instance. Last but
not least, Lundberg and Lee put forward SHAP (Lundberg
and Lee 2017) that utilises a game-theoretic solution con-
cept to compute the marginal contributions of the different
input features to the outcome. Notably, the SHAP explainer
comes with a plethora of variations (KernelSHAP, Tree-
SHAP, DeepSHAP, etc.) devised to address different types
of models and computational efficiency.

Feature attribution methods provide explanations that il-
lustrate the most influential features identified. Helpful as

“These authors contributed equally.
This work is supported by the Responsible Al UK (EP/Y009800/1)
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these techniques might be, in many cases, they might re-
sult in ‘complex’ explanations. For example, listing all the
features (with the corresponding importance score) can be
confusing and overwhelming. Even if one limits the number
of features to the most influential ones, the explanation can
still be complex in the sense that these features together may
not give a clear justification towards the decision.

Motivation

Feature attribution methods like LIME and SHAP assign im-
portance scores to individual features, often yielding com-
plex explanations that overwhelm users. (Miller 2019) notes
users prefer simpler, cognitively salient explanations. Pro-
ToMEx addresses this by using probabilistic topic mod-
elling to identify latent feature combinations tied to class la-
bels, offering clear global and local explanations. Extending
the explainer with a counterfactual explanation graph iden-
tifies alternative decision paths, enhancing interpretability.
Analysing path overlaps in instance-specific graphs assesses
classifier robustness, promoting trustworthy Al in critical
domains like healthcare and finance by providing concise,
meaningful insights into decision-making processes.

Related Work

The field of explainable Al has seen significant advance-
ments in developing methods to interpret ML classifiers.
Feature attribution methods are among the most prominent.
(Smith, Doe, and Brown 2025) enhances LIME by integrat-
ing dynamic feature weighting for improved local expla-
nations. (Johnson and Lee 2025) extends SHAP with opti-
mised Shapley value computations, reducing complexity for
large datasets. (Zhang, Wang, and Chen 2025) proposes a
rule-based explainer using causal inference to identify fea-
ture interactions. Unlike these, ProToMEx employs proba-
bilistic topic modelling (LDA) to extract latent feature-class
patterns, offering global and local explanations. Its counter-
factual graph extension, analysing decision paths, comple-
ments these methods, enhancing interpretability and classi-
fier robustness evaluation. ProToMEx innovates by apply-
ing LDA to ML classifiers, transforming tabular data into
documents to extract topics that represent feature combi-
nations associated with class labels. Followed by a coun-
terfactual explanation graph, which builds on this by con-



structing instance-specific graphs to identify alternative de-
cision paths, complementing existing methods like LIME
and SHAP. This approach not only enhances interpretabil-
ity but also allows for the evaluation of classifier robustness
by analysing path overlaps, distinguishing ProToOMEx from
traditional XAI methods.

Proposed Methodology

Our methodology integrates a probabilistic topic model ex-
plainer with a counterfactual explanation graph to enhance
Machine Learning classifier interpretability and robustness
evaluation. Combining topic modelling for latent feature
patterns with graph-based analysis for decision paths, it of-
fers comprehensive explanations and classifier reliability in-
sights. It uses Latent Dirichlet Allocation to uncover latent
semantic structures, or topics, representing feature combi-
nations tied to class labels, unlike LIME and SHAP, which
focus on individual feature importance. Tabular data is trans-
formed into a textual corpus, with each instance and pre-
dicted label forming a document. Input vectors are sam-
pled, labelled by the ML classifier, and converted into doc-
uments. An LDA model extracts topics as feature-label dis-
tributions. It provides global explanations, showing classi-
fier behaviour, and local explanations for specific instances.
A counterfactual explanation graph complements it by con-
structing instance-specific graphs with nodes as features and
labels and edges as their interactions. Paths from features
to predicted labels identify feature combination patterns,
compared with models’ topics for consistency. Path over-
lap analysis assesses classifier robustness—high overlap in-
dicates reliability, and low overlap suggests instability. This
provides counterfactual insights into feature changes alter-
ing outcomes, enhancing explanation depth. Preliminary re-
sults show effectiveness in uncovering alternative paths, en-
riching the understanding of classifier behaviour in complex
datasets

Consistency Check

Figure 1: Proposed methodology pipeline

Challenges

Implementing the explainer and its counterfactual graph ex-
tension faces challenges: (1) transforming tabular data into
a textual corpus must preserve feature semantics to avoid
distorted topics; (2) training LDA requires large, representa-
tive datasets, which are computationally intensive for high-
dimensional data; (3) constructing counterfactual graphs for
non-linear classifiers is complex, needing efficient path cap-
ture; (4) comparing graph patterns with explainers’ topics
demands robust similarity metrics; and (5) assessing path
overlaps for classifier robustness requires dataset-specific
overlap thresholds. These issues necessitate innovative pre-
processing, efficient algorithms, and tailored tuning.

Work in Progress and Future Work

Current efforts focus on refining explainers’ data transfor-
mation process to optimise corpus generation for diverse
datasets, improving topic quality. We are also developing
scalable algorithms for constructing counterfactual graphs,
reducing computational overhead for large feature sets. Pre-
liminary experiments are underway to quantify path overlaps
across datasets, aiming to establish robust metrics for classi-
fier evaluation. Future work includes a comprehensive user
study to assess the interpretability and acceptance of expla-
nations, particularly with counterfactual graphs, among do-
main experts in healthcare and finance. We plan to extend
it to handle multi-label/class problems more effectively, ad-
dressing limitations in current topic modelling applications.
Additionally, integrating graph-based metrics with the ex-
plainer’s topic-based explanations will be explored to create
a unified framework for assessing classifier reliability and
explanation quality. These advancements aim to enhance its
applicability in real-world, high-stakes Al systems.

References

Chen, J.; and Song, L. 2018. Learning to Explain: An
Information-Theoretic Perspective on Model Interpretation.
Proceedings of the 35th ICML, 80: 883-892.

Johnson, R.; and Lee, S. 2025. Optimized Shapley Value
Computations for Scalable SHAP. Proceedings of the 2025

Counterfactual ICML, 456-467.
Graph

Lundberg, S. M.; and Lee, S.-1. 2017. A Unified Approach
to Interpreting Model Predictions. NeurlIPS, 30: 4765-4774.

Miller, T. 2019. Explanation in Artificial Intelligence: In-
sights from the Social Sciences. AlJ, 267: 1-38.

Ribeiro, M. T.; Singh, S.; and Guestrin, C. 2016. Why
Should I Trust You? Explaining the Predictions of Any Clas-
sifier. Proceedings of the 22nd ACM SIGKDD International
Conference on KDD, 1135-1144.

Smith, J.; Doe, J.; and Brown, A. 2025. Dynamic Feature
Weighting for Enhanced LIME Explanations. Journal of Ar-
tificial Intelligence Research, 82: 123—-145.

Zhang, L.; Wang, M.; and Chen, D. 2025. Causal Inference

for Rule-Based Explanations in ML Classifiers. NeurIPS,
38: 789-802.



CONSUMER LABELS FOR BOOSTING AI TRUSTWORTHINESS

Raphael Fischer
Lamarr Institute for Machine Learning and Artificial Intelligence
TU Dortmund University
raphael.fischer@tu-dortmund.de

ABSTRACT

For establishing transparency, boosting trust, and facilitating sustainable development in the context of
artificial intelligence (AI), high-level consumer labels were proposed. In analogy to well-established
communication systems, they inform on crucial model properties. By summarizing core concepts
and discussing practical implications, this work gives a concise overview of Al labeling techniques.

Keywords transparency - labeling - trustworthy Al - sustainability - explainability - reporting - responsible Al

1 Introduction

While artificial intelligence (AI) has become ubiquitous, the importance of trustworthiness[1]] and sustainable devel-
opment [2]] necessitates to establish a comprehensible communication format [3]]. In order to bridge knowledge gaps
between different stakeholders [4]], the concept of high-level Al labels was developed [3]]. Inspired by well-known
systems such as energy labeling [6] or trust sealing [7, i8]], these labels aim at informing practitioners (i.e., consumers)
about practical model properties at a glance. Several works have applauded the conceptual idea [9], proposed custom
variants [[10,|11]], and evaluated practical implications of Al labels [[12]. This paper gives an overview for the current
state of Al labeling, for which some examples are shown in Figure[I] and presents guidelines for future refinements.

2 Methods and Results

Early Al documentation approaches such as IBM’s fact sheets have potential for boosting trust [13]], however only
few works were found to adequately acknowledge the importance of resource-awareness and non-expert compre-
hensibility [3]. For this reason, and with an explicit focus on Al users (or consumers), the idea of high-level Al
labeling was formulated in analogy to textile care labels [3]]. Initially conceptualized to convey information on theoretic
guarantees and practical implementations of machine learning methods, the focus quickly shifted toward the pressing
need for Al sustainability [2l]. Drawing inspiration from energy efficiency labeling, corresponding labels were thus
proposed as a means to inform on the practical trade-off between the resource consumption and prediction quality
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Figure 1: High-level consumer Al labels, proposed in and taken from the respective literature [, 16} 7} 18} 112} [10].
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of Al models [6]. The follow-up generalization introduced the STREP framework for sustainable and trustworthy
reporting, which constitutes methods for comparing the performance of Al models across various learning tasks and
execution environments [3]]. With a more explicit focus on trustworthiness, the closely related idea of issuing trust seals
was evaluated [7, 18]. However, these studies gave mixed results, which might stem from the hypothetical and simple
seal design. This is backed by a recent evaluation study, which found that the labeling authority and balance between
simplicity and complexity are prime factors for their trust-boosting effects [[12]. From these qualitative findings, design
principles for future labeling adaptions were derived, specifically highlighting the need for customizability and the
nudging potential for sustainability [[14]. This directly relates to recent works proposing to accompany open source
Al models with carbon efficiency [[L1]] or energy score [10] labels, in order to advocate sustainable development on
platforms like Hugging Face.

3 Conclusion

Al labels can potentially foster informed decision-making among various stakeholders and even nudge them toward
sustainability. For properly boosting trust, a suitable labeling authority needs to be identified that can adequately
balance the trade-off between simplicity and complexity. Future adaptions need to also acknowledge the importance of
customizing and certifying the labeling procedure, in order to establish Al labels as a helpful information resource.
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Abstract :

We propose a novel approach to Case-based reasoning models, taking advantage of the
inherent interpretability in the design of such models, and introducing a new formalism to
provide abductive latent explanations. This allows to formally explain images relying on
prototypes — salient parts of previously seen images, rather than pixel-wise.

Contributions :

In this research project, we aim to bridge the gap between Formal eXplainable
Artificial Intelligence (FXAI) and prototype-based learning. We show that it is possible
to produce abductive explanations that are correct not only at the pixel-level, but also
at the prototype level. We consider that the produced explanation are more suitable
for humans than pixel-level ones, while being sufficient to fully justify the model's
behaviour.

In particular, we propose a framework to describe Abductive Latent Explanations
(ALE) for prototypes. Crucially, our formalism is generic as it can be instantiated given
a definition of feature extractor, a prototype and how similarity relates prototypes with
current sample.
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Concretely, we extend the original definition of formal abductive explanations (AXps);
for a given instance v and its associated classification ¢, an AXp is a feature subset X
such that:

V(x € F). [( A, (@i = UZ-)) S (K(x) = c)]

We adapt this concept to an intermediate latent representation of the instance used
during the classification process, which allows us to use prototypes similarities
inherently used to reach a decision, and convey a much more human-interpretable
explanation. This is akin to relying on the following formula :

Vx €F. oe(f(x), (V) = ((x) = c).

We show that, by using different ¢ experssions, we can produce different formal
explanations, that vary in size and shape, and propose three distinct methods
to produce them.

We first suggest explaining instances by showing the most activated prototypes
by their latent representations, simiilarly to the explanations produced in the
original paper introducing prototype-based reasoning networks.

Then, we explore geometric and spatial reasoning to anchor vector that make
up the latent representation of the instances, using techniques like the
triangular inequality of distance metrics, and a hypersphere intersection
approximation formula.

The intuition behind is that for a vector to be « close » to another (e.g. a
prototype) also indicates that the vector is close to nearby (with regards to the
prototype compared to) vectors, and far away from distant (with regards to the
prototype compared to) vectors.

Our work is powered by the CaBRNet library which provides implementations of
prototype-based networks.
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Abstract

Trustworthy Al for Physics-Informed Neural Networks (PINNs) is an emerging field of research aimed
at ensuring that PINNs operate in a reliable, transparent, and robust manner—particularly when
employed for critical tasks such as modelling physical systems. PINNs are neural networks trained not
only on data but also to respect physical laws, typically expressed as partial differential equations
(PDEs). This is achieved by incorporating terms into the loss function that penalise violations of these
equations. To render PINNs trustworthy, we propose an extension of the Hamiltonian Neural Network
(HNN) by integrating symmetry constraints and Noether invariants within a Symplectic Foliation-
Informed Neural Network. This analytically grounded model-informed machine learning framework is
further extended to learn dissipative physics with Thermodynamics-Informed Neural Network (TINN),
based on metriplectic equations and Souriau’s Lie Group Thermodynamics, constrained by transverse
Riemannian foliations. Today, we stand at the threshold of the fifth era of science—the artificial
scientific intelligence era—in which companies are introducing “Al scientists” based on PINNs and large
language models (LLMs) that not only assist in research but actively drive discovery, generate
hypotheses, and autonomously test them. These emerging tools present new challenges for the
development and assurance of Trustworthy Al.
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Abstract

Formal verification of machine learning suffers from a fragmented ecosystem of tools
and serious limitations on the scope of verifiable properties. This poster presents ap-
proaches to lift those limitations by proposing a specification language and automated
graph edition techniques that embed parts of the specification directly within ONNX
networks.

Detailed presentation
Extending formal verification of machine learning

The formal specification and verification of machine learning programs saw remarkable
progress in less than a decade, leading to a profusion of tools. However, diversity
may lead to fragmentation, resulting in tools that are difficult to compare, except for
very specific benchmarks. Furthermore, this progress is heavily geared towards the
specification and verification of a certain class of property, that is, local robustness
properties. But while provers are becoming more and more efficient at solving local
robustness properties, even slightly more complex properties, involving multiple neural
networks for example, cannot be expressed in the input languages of winners of the
International Competition of Verification of Neural Networks. In this poster, we present a
specification language, suitable for modelling complex properties on neural networks,
support vector machines and boosted trees. We show on concrete use-cases how
specifications written in this language are automatically translated to queries to state-
of-the-art provers, notably by using automated graph editing techniques, making it
possible to use their off-the-shelf versions.



Detailed presentation

Automated graph editing

Let nny and nn, be NNs with one (resp. two) inputs and one output. Consider the
following computation

nn,QQ(nn, QQ(x, ),z + €) + nn,QQ(z)

nn; is evaluated on xy and . nn, firstinput is the result of the previously defined nn4
computation, its second input is z; + €. Let H be a valid quantifier-free linear arithmetic
formula, defining arithmetic bounds on x{, x5, €. Consider now the specification defined
in2.

Vg, xy, €6 H(xg,xq,€) — (1
composition of nns
nn,QQ(nn,QQ(x,), x;+e )4+nn,QQ(xy) >0 (2)
N——
multiple networks operation on the input

This formula exhibit the following features which prevents them to be used in NN verifi-
cation:

« T, + € describes a computation on the input;
+ nny and nn. are multiple networks
* NNy computes the output of nn;

It is however possible to lift those limitations by defining a new NN nn 3 which embeds
part of the specification within its control flow, following~3.

Vg, zq, € H(xg, xq,€) = nng@QQ(zy, z,,€) >0 (3)

Specifically, nny encodes computation on the input, the composition of NNs and the
arithmetic comparison on the output.

The key insight here is that _some expressions from the specification language can be
encoded as neural network operators. It is thus possible to write complex specifications
and to encode parts of the specification inside of the NN.

Applications

Implemented within the CAISAR open-source platform, that was matured within the
Confiance.ai program, those approaches allow to specify and verify properties like
d—equivalence between neural networks, specifying a normalization pipeline and eval-
uate a composition of neural networks.
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4-line-abstract

The "Zertifizierte KI" project (ZKI) establishes standardized testing criteria and validation
methods to ensure Al system quality and trustworthiness within a robust quality infrastructure
(QI). It supports European and international standardisation efforts by developing technical
rules and frameworks and facilitating collaboration between academic experts, industry
practitioners, and standardisation organizations. The project focuses on operationalizing
specifications for Al quality standards, addressing transparency, explainability, risk
identification, uncertainties, and trustworthy Al services - it does not certify Al systems or
develop datasets. Specifications are accessible for free, promoting confidence and
compliance with Al integration across sectors.




The "Zertifizierte KI" (ZKI, German for "Certified Al") project is focused on establishing
standardized testing criteria and methods for ensuring the quality and trustworthiness of Al
systems. This includes the development of validation methods and testing tools that can
be applied to Al applications. This perspective is integrated in the architectural
understanding of a so-called quality infrastructure (Ql): A system of

a) technical specification and standardisation of given contextual demands (societal
laws, natural laws, etc.) that create rationalisation and coordination benefits,

b) application of these specifications and standards by actors,

c) auditing of the proper application of, and adherance to, specifications and
standards by third party auditors, handing out specific certificates, and

d) accreditation and control of third party auditors by an accreditation office.

Al systems shape many aspects of every-day-life and their impact on business activities is
progressing rapidly. The QI has been profoundly impacted by the ramifications of this
development. The development of Al systems that can effectively adhere to the demands
of legal and scientific contexts poses significant challenges, particularly given the nascent
state of the technology. In addition, the constant further development of Al systems makes
auditing more difficult.

The potential for employing Al systems as a means of auditing other Al systems is
currently under evaluation.

QI and its surrounding infrastructure are built on a system that provides trust and security,
which is why the above challenges require quick solutions. These solutions must reduce
potential disruptions and unlock potential as quickly as possible.

The project ZKI has been created to support the official (European and international)
standardisation system.

While the European standardization system prioritizes the development of harmonized
European standards in accordance with the European Commission's standardization
mandate, the ZKI project establishes crucial supportive structures for QI that would not
have been otherwise available.

A central feature of the project is the collaboration between academic experts, industry
practitioners, and standardisation organizations. Through this collaboration, the aim of the
project is to jointly develop frameworks, testing procedures, and tools that promote
trustworthy Al system deployment, leveraging their societal and economic benefits.

One essential part of the integration of community knowledge with the project has been the
options for actors to engage with the ZKI project. Specific mention should be given to two
integrative measures.

The associated partners — actors that committed to engage in the project and help further
its development and adoption.

And secondly the multiple topical user groups each addressing distinct aspects of the ZKI
scope — cloud-based Al services; neural network transparency; foundation models; and
operationalization of the Al-Act. These user groups each met in multiple workshops to help
integrate the ZKI deliverables precisely with community learnings and demands.

A key aspect of the project is its contribution to the implementation of the European Al
regulation (mainly the European Al Act). This includes operationalizing specifications for
quality standards and ensuring compliance with legal requirements. The project is the




conduit for transferring identified standardisation needs into formal specifications,
procedures and international standards.

It is important to emphasize that the project itself does not certify Al systems or Al models.
It does not develop data sets for Al training or Al test tools. Instead, it focuses on
identifying, understanding, interpreting, communicating and coordinating requirements
within the QI in relation to Al systems. It develops technical rules for the development of
reference and test datasets, determines the context for the trustworthy implementation of
Al systems, and how to perform testing of Al models — to give some examples. We realize
this contribution through the development of various DIN specifications®. These
specifications define technical rules and promote common technical process
understanding.

These specifications were published as part of the project and address various aspects
such as the explainability of Al systems, risk identification and analysis during the lifecycle
of Al systems, and the quantification of uncertainties in machine learning. The
specifications are designed in such a way that they can be integrated into the existing QI —
their makeup and logic slotting into best practice and know structures of points a) through
c) of the QI description listed above. These specifications are available free of charge to
promote their use and quick adoption.

Another key aspect of the project is transparency in neural networks and trustworthy Al
cloud services, reflecting the broader context of Al standardisation efforts. Workshops and
standardisation projects are a fundamental part of ZKI. They identify stakeholder needs
and facilitate active participation from various sectors.

ZKI's contribution is undeniable. It plays a pivotal role in establishing a robust QlI, providing
the foundation for the certification of Al systems according to established standards. This,
in turn, fosters trust in Al technology.

Some examples of DIN specifications (DIN SPECs) from the ZKI project:

1) DIN SPEC 92001-3: Life cycle processes and quality requirements - Part 3: Explainability;
2) DIN SPEC 92005: Artificial intelligence - quantifying uncertainties in machine learning;
3) DIN SPEC 92006: Artificial intelligence - Requirements for Al testing tools



Trustproofer: assisting operationalised Al System trustworthiness

Mattheos Fikardos, Yiannos Paranomos, Katerina Lepenioti, Dimitris Apostolou and Gregoris
Mentzas

Abstract: Trustproofer is an innovative neuro-symbolic framework that combines Al agents with
human oversight to automate and enhance the development of trustworthy Al systems. By
leveraging a Knowledge Graph (KG) constructed from documentation cards, agents assist in
identifying, assessing, exploring, and enhancing trustworthiness across Al models and datasets.

While Al's rapid advancements drive widespread adoption across critical areas, the increasing
number of harmful incidents has prompted regulatory responses and an academic emphasis on
fostering trust in Al systems. The existing literature offers numerous surveys, reviews and
frameworks that provide guidelines, methodologies and technical solutions to increase the
trustworthiness of Al [1-4]. Moreover, organisations have compiled extensive catalogues of tools
designed to aid practitioners in implementing TAl principles. Forinstance, RAND Europe lists 233
tools, the OECD catalogues over 900 tools, and Confiance Al provides more than 180 guidelines
and tools. Furthermore, some approaches advocate the documentation of Al system information
inthe form of structured cards (e.g. Model/Data cards) [5-7]. This approach aimsto report related
data and increase transparency, aligned with the EU’s Al Act requirement to document high-risk
systems [8]. Despite the abundance of legislation, methodologies, and tools, a considerable gap
exists between theory and practice. Many practitioners find themselves overwhelmed by the
available resources and technical expertise required to operationalise trustworthiness. Our
current work seeks to bridge this gap and empower practitioners to effectively utilise available
resources to increase their Al systems’ trustworthiness. Building on our previous work,
specifically the Trustworthiness Optimization Process (TOP) [9], we introduce Trustproofer, an
agentic framework designed to assist practitioners in creating trustworthy Al systems. TOP is
structured around four main stages that integrate related approaches from the literature (e.g.
documentation cards, risk management, metrics, enhancement methods) to assess and
enhance Al systems in terms of trustworthiness.

Having TOP as the foundation, Trustproofer employs multiple agents that collaborate with a
human supervisor to execute and automate key aspects of TOP. The architecture of Trustproofer
is neuro-symbolic, leveraging symbolic representations and neural (Al) agents. Specifically, a
Knowledge Graph (KG) is constructed based on the documentation cards, which represent the
Al system and the available methods for assessing and enhancing trustworthiness. The Al agents,
realised by a Large Language Model (LLM), leverage tools to interact with the KG and the Al
system to perform actions across the stages of TOP. The agents are built with open-source
models (e.g. Mistral, Deepseek) and libraries such as CrewAl and Langchain, while Neo4j was
selected for the KG. Initially, in the Identify stage, agents can engage in dialogue with the
system’s stakeholders, asking questions to record the documentation cards. The documented
information is essential for the subsequent stages, providing the necessary context to the agents
and the assessment and enhancement actions. During the Assess stage, metrics are used to
quantify the performance of Al Models and datasets, while the agents can use external tools,
such as a risk management framework, to derive the corresponding risks. The results of these
assessments are compiled into reports for review by the human supervisor, providing a detailed



overview of potential shortcomings and ensuring transparency. In the Explore stage, agents
query the KG to discover applicable enhancement methods based on relationships between
system characteristics and available techniques. These methods are then grouped into solution
sets—combinations of multiple approaches—that are applied to a non-production version of the
Al system. After applying these solutions, the system is reassessed to evaluate their impact. A
multi-criteria decision-making approach is employed to compare solution sets, taking into
account user preferences for specific trustworthiness characteristics and addressing potential
conflicts between them. This comparison and the results are presented to the human supervisor
to select a solution to be applied, enabling informed decision-making. Finally, in the Enhance
stage, the selected solution is applied to the Al system. This triggers updates to the
documentation cards and ongoing monitoring of the system to track its performance and ensure
sustained and acceptable levels of trustworthiness.

While Trustproofer automates many aspects of the process, it maintains a human-in-the-loop
approach, allowing the supervisor to oversee agent activities, provide guidance, and intervene as
needed. This balance between automation and human oversight ensures that Trustproofer
remains both efficient and aligned with user needs, ultimately supporting practitioners in their
efforts to build trustworthy Al systems.
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Abstract

This poster explores how the EU Al Act can be implemented in practice, based on
lessons learned from the French Confiance.ai program — providing valuable insights,
methods, and technical assets. These contributions now support broader efforts to
build governance and processes for trustworthy and compliant Al solutions.

Context: The Challenge of Operational Compliance

The Al Act creates a legal framework that governs the use of artificial intelligence in the
EU, especially for high-risk systems. It defines detailed obligations related to
transparency, risk management, technical robustness, data quality, documentation,
and human oversight. Complying with this regulation requires more than legal
interpretation. It calls for structured implementation processes and governance
models that can translate regulatory principles into day-to-day practices — across
diverse sectors and organisations.

What the Confiance.ai Program Contributes to

Confiance.ai, a French national program launched in 2021 federating industrial,
academic and scientific players, was designed to accelerate the adoption of
trustworthy Al systems, specially into critical applications. Over three years, the
program produced a body of knowledge, tools, and demonstrators focused on topics
that now directly echo Al Act requirements. These contributions represent useful
reference points and a toolbox for organisations shaping their Al Act compliance
strategies.
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A Step Toward Operational Readiness

Although the Confiance.ai program was not designed for regulatory purposes, it laid key
foundations that are now proved relevant for compliance. Its outputs can support the
creation of early governance models and structured documentation. To move from
foundation to implementation, organisations must also address broader dimensions
such as operational governance, coordination between teams, tooling, and integration.
These practices are critical to ensure that trustworthy Al can be deployed at scale, and
in line with the Al Act’s expectations.

Continuity Through Standards

With technical standards now being drafted by CEN-CENELEC JTC21 to complement
the Al Act, ensuring continuity with existing work becomes essential. The experience
accumulated and the expertise within Confiance.ai — and now shared via the European
Trustworthy Al Foundation (ETF) — can contribute to these standards and make sure
they reflect real industrial needs and practices. This connection will help organisations
to comply to the regulation more easily, with shared tools and clear expectations.

Conclusion

The path to compliance with the Al Act requires more than new rules — it requires
practical foundations. The results of Confiance.ai offer a structured base to build upon,
supporting the development of trustworthy, compliant Al systems. By connecting
regulatory requirements with field-tested approaches, these insights contribute to a
broader effort to implement responsible Al at scale.
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Abstract

Synthetic data inherits the differential privacy
guarantees of the model used to generate it. Addi-
tionally, synthetic data may benefit from privacy
amplification when the generative model is kept
hidden. While empirical studies suggest this phe-
nomenon, a rigorous theoretical understanding is
still lacking. In this paper, we investigate this
question through the well-understood framework
of linear regression. First, we establish negative
results showing that if an adversary controls the
seed of the generative model, a single synthetic
data point can leak as much information as releas-
ing the model itself. Conversely, we show that
when synthetic data is generated from random in-
puts, releasing a limited number of synthetic data
points amplifies privacy beyond the model’s inher-
ent guarantees. We believe our findings in linear
regression can serve as a foundation for deriving
more general bounds in the future.

1. Introduction

Trustworthy Al aims to ensure that artificial intelligence sys-
tems are reliable, fair, transparent, and aligned with ethical
and legal standards. A core component of this trustwor-
thiness is the protection of individuals’ privacy, especially
when Al models are trained on sensitive personal data.

Differential privacy (DP) (Dwork and Roth, 2014) has be-
come the gold standard for privacy-preserving data analysis.
Training machine learning models with DP guarantees can
be achieved through various techniques: output perturbation
(Chaudhuri et al., 2011; Zhang et al., 2017b; Lowy and Raza-
viyayn, 2024), which adds noise to the non-private model;
objective perturbation (Chaudhuri et al., 2011; Kifer et al.,
2012; Redberg et al., 2023), which introduces noise into the
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objective function; and gradient perturbation, which injects
noise into the optimization process, as in DP-SGD (Song
etal., 2013; Bassily et al., 2014; Abadi et al., 2016; Feldman
et al., 2018). Once trained, the model can be safely released,
with its privacy guarantees extending to all subsequent uses
thanks to the post-processing property of DP. This is partic-
ularly relevant for differentially private generative models
(Zhang et al., 2017a; Xie et al., 2018; McKenna et al., 2019;
Jordon et al., 2019; McKenna et al., 2021; Lee et al., 2022;
Dockhorn et al., 2023; Bie et al., 2023), where the synthetic
data they produce inherits the same privacy guarantees as
the model itself.

Empirical studies, however, suggest that synthetic data may
offer even stronger privacy protection than the theoretical
guarantees provided by the model (Annamalai et al., 2024).
This suggests that certain structural properties of the data or
the generative process itself could contribute to an implicit
privacy amplification effect. One possible intuition is that
the privacy leakage might be reduced when the number
of released synthetic data points is “small” relative to the
complexity of the generative model. However, to the best of
our knowledge, no existing work has formally established
the existence of such a privacy amplification effect, and a
rigorous quantification of differential privacy in synthetic
data release remains an open question.

To address this gap, this paper takes an initial step towards
developing a theoretical framework for quantifying privacy
in synthetic data release. We focus on the well-studied set-
ting of (high-dimensional) linear regression trained via a
least-squares objective as a simple case study. This model
has the advantage of being analytically tractable but suffi-
ciently expressive to capture phenomena observed in more
complex models—such as double descent in overparam-
eterized regimes (Hastie et al., 2022) and, more recently,
model collapse in generative Al (Dohmatob et al., 2024;
Gerstgrasser et al., 2024).

We rely on the f-Differential Privacy (f-DP) framework
(Dong et al., 2022), which provides a flexible and robust
approach to privacy analysis, allowing precise characteri-
zations of privacy guarantees through trade-off functions.
When these trade-offs functions are difficult to interpret,
we also express privacy guarantees in the Rényi differential
privacy (RDP) framework (Mironov, 2017).
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Our results are two-fold. First, we present negative results
in scenarios where an adversary controls the seed of the syn-
thetic data generation process. Specifically, we show that
the adversary can leverage this control to achieve privacy
leakage equivalent to the bound imposed by post-processing
the model using only a single synthetic sample. Second,
we analyze the privacy guarantees when synthetic data is
generated from random inputs to a private regression model
obtained via output perturbation. We demonstrate that pri-
vacy amplification is possible in this setting, depending on
the model size and the number of released synthetic sam-
ples.

Our findings highlight the critical role of the randomness
given as input to the model, which must remain concealed
from the adversary in order to enable privacy amplification.
While the practical impact of our results is limited, we
believe they offer valuable insights and lay the groundwork
for a deeper understanding of synthetic data privacy in more
complex machine learning models.

Related work. To the best of our knowledge, existing meth-
ods for differentially private synthetic data generation rely
on learning a differentially private generative model (Hu
et al., 2024). Early approaches focused on marginal-based
techniques for tabular data, where a graphical model—such
as a Bayesian network—is privately estimated from data
and then used to generate new samples (Zhang et al., 2017a;
McKenna et al., 2019; 2021). More recent methods ex-
tend to other data modalities, leveraging expressive neural
network-based generative models—like GANs and diffusion
models—trained with differentially privacy (Xie et al., 2018;
Jordon et al., 2019; Lee et al., 2022; Dockhorn et al., 2023;
Bie et al., 2023). A key advantage of neural networks is the
availability of general differentially private training algo-
rithms, such as DP-SGD (Abadi et al., 2016) and PATE (Pa-
pernot et al., 2017), which can be applied across various
generative models. Crucially, all these methods rely on the
post-processing theorem to ensure the privacy guarantees of
the generated synthetic data—but it remains unclear whether
this guarantee is tight or potentially overly conservative.

In principle, one could deviate from this dominant approach
by adding noise directly to the data generated by a (non-
private) generative model. In such cases, the overall privacy
loss would scale with the number of released data points due
to the composition property of differential privacy. However,
this approach would require strong and often unrealistic as-
sumptions about the data. Most critically, it would lead to
significant utility loss—particularly for high-dimensional
perceptual data such as images, where even small perturba-
tions can severely degrade semantic content and downstream
performance. To our knowledge, no successful applications
of this approach have been demonstrated in practice.

Interestingly, our results suggest that differentially private

generative models may offer the best of both worlds: the
post-processing guarantee, which strictly bounds the pri-
vacy leakage when releasing a large number of samples,
and simultaneously a privacy guarantee that scales with the
number of released data points, which is more favorable
when only a few samples are released.

Our results relate to the concept of privacy amplifica-
tion (Balle et al., 2018; Feldman et al., 2018; Erlingsson
et al., 2019; Cyffers and Bellet, 2022), which leverages
the non-disclosure of certain intermediate computations to
strengthen the privacy guarantees of existing mechanisms.
We note that the form of amplification we study in the con-
text of synthetic data release differs from privacy amplifi-
cation by iteration (Feldman et al., 2018). In that setting,
the final model is released after private training. In contrast,
our approach withholds the model entirely and releases only
synthetic data generated from random inputs to the model,
introducing an additional layer of privacy protection.

We conclude our discussion of related work by mentioning
a recent study that shows synthetic data can satisfy differ-
ential privacy guarantees without formal guarantees for the
generative model itself (Neunhoeffer et al., 2024). However,
this work is limited to a simple model where the private
training data is one-dimensional, and the synthetic data is
generated from a Gaussian distribution with mean and vari-
ance estimated from the private data. In contrast, our paper
addresses a different, more complex problem: we investi-
gate the privacy guarantees associated with releasing the
output of a differentially private model, specifically linear
regression. In our case, we directly model the distribution
of the output of linear regression for a random seed, which
corresponds to a product of Gaussian matrices.

2. Conclusion & Perspectives

We have shown that there exists a privacy amplification phe-
nomenon for synthetic data in the context of linear regres-
sion. However, there is no amplification when the adversary
has control over the seed of the synthesizer.

This negative result could inform the development of tighter
privacy auditing strategies for synthetic data release (An-
namalai et al., 2024). By quantifying the degradation in
privacy guarantees, our findings offer insights that can help
design more robust auditing methods in adversarial settings.

Several important directions remain for future work, in-
cluding deriving general privacy amplification bounds that
hold in more general settings. Extending our analysis to
more complex models such as neural networks is a crucial
step toward making these theoretical results applicable to
real-world scenarios.
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Abstract
We propose Feder, a privacy-preserving framework for cross-enterprise Federated Machine Learning
(FML) that ensures GDPR compliance. Feder integrates Homomorphic Encryption for secure model ag-
gregation and Federated Unlearning to support data removal rights. By addressing key legal and technical
challenges, Feder enables scalable, decentralized machine learning across organizations without compromis-
ing data privacy or regulatory obligations.

I Introduction

As data-driven business processes become increasingly prevalent, the rise of decentralized data across enterprises
creates both opportunities and challenges for Machine Learning (ML). Traditional centralized ML approaches,
which aggregate data into a single repository, often conflict with regulations like the European Union’s General
Data Protection Regulation (GDPR), which restrict data sharing and storage. This makes cross-organizational
model training legally and operationally difficult. Federated Machine Learning (FML) has emerged as a promis-
ing alternative, enabling decentralized model training without transferring raw data [1].

FML is particularly suited to cross-enterprise scenarios involving sensitive, siloed datasets — common in
sectors like healthcare, finance, and manufacturing. By exchanging only model updates, FML supports GDPR
principles such as data minimization and locality [6]. However, it still faces privacy challenges, including model
inversion and inference attacks [5]. Moreover, GDPR’s “right to be forgotten” introduces additional complexity
that FML alone does not fully address.

To meet these challenges, recent research has introduced Homomorphic Encryption (HE) for secure compu-
tation on encrypted model parameters 3| |2], and Federated Unlearning to enable compliant data removal from
models after training [4].

In this paper, we present Feder - a framework for Federated Encryption and Deletion Machine Learning
for European Regulation-Integrated Systems. Feder integrates HE and federated unlearning to enable secure,
GDPR-compliant FML.

We begin with an overview of related work, detail the Feder framework and conclude with an evaluation of
its practical applicability in enterprise environments.

II Related Work

To address all previously described issues with GDPR-conformity is very challenging. Therefore, we build upon
well established libraries and methodologies, which solve parts of the data privacy issues.

We will use typical Federated Learning methods as described in [I], but integrate the Multi-Party-
Homomorphic Encryption (MHE) based on the Cheon-Kim-Kim-Song (CKKS) Scheme. The CKKS scheme
is superior to other schemes like Brakerski, Gentry, Vaikuntanathan (BGV) because CKKS allow encrypting
vectors of floating point numbers. A Go implementation called Lattigo is well suited and used in our framework
to cover HE [2].

To be GDPR compliant, the option of deleting personal data must also be available. This also applies
to derived information contained in ML models. There is a novel approach called FedSSU, which addresses
unlearning of neural networks in a federated learning setting [4]. This approach will be used for the unlearning
task in Feder.

IIT Proposed Framework: Feder

With our approach, we provide a single framework that addresses all problems for FML caused by GDPR
regulations. An exemplary usage model of the Feder framework is shown in There are two companies
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Figure 1: Exemplary production setup for running Feder in Cross Enterprises

C1 and C2, which have local data to train on. Additionally, there is the Federated Aggregator, which does the
aggregation step in typical FML approaches. The ML component at the companies works as a plugin system with
defined interfaces, such that the rest of the Feder framework can be used in a standardized manner for different
ML architectures. Feder itself works similar to Eclipse Dataspace Connectors (EDC), with a standardized data
protocol for the unlearning and model weight exchange.

Feder prioritizes the privacy of personal data throughout the entire federated learning process. As shown
in the right-hand process flow, it begins with the registration of C1 and C2 at the ML Service Provider. Both
parties (C1, C2) train ML models locally using a shared architecture suitable for FML. Simultaneously, each
company’s Connector generates cryptographic keys for the HE schema. The MHE schema establishes a shared
public key.

Trained local model weights are encrypted using this key and sent to the Federated Aggregator for secure
aggregation. Following aggregation, keys are rotated using MHE techniques to enable decryption on C1 and
C2, after which the updated global model is deployed back to them. This iterative cycle continues from step 2
as new data becomes available.

The unlearning process is triggered only upon a data deletion request, which is handled by the company that
owns the data. Using the FedSSU method, the data is removed locally, and corresponding updates are made
to the global model. The revised model is then redistributed to all participants, ensuring GDPR-compliant
unlearning.

IV Conclusion

This paper introduced Feder, a privacy-centric framework that enables GDPR~compliant FML across enterprise
boundaries by integrating HE and Federated Unlearning. Its modular connector-based architecture simplifies
integration with existing systems, making privacy-preserving, decentralized machine learning both practical and
scalable for real-world enterprise environments.
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Abstract

The deployment of Al accelerated the detection process and provided deeper insight into mali-
cious scripts underlying intent and attack vectors. In this document, we investigate practical uses
of AI in cybersecurity workflows such as its application in Security Operations Centers (SOCs),
with a primary focus on augmenting intrusion detection and automating alert triage. In addition,
the application of Al extends beyond malware analysis, offering transformative potential in areas
such as threat intelligence, incident response, and vulnerability management, thus reinforcing the
overall cybersecurity posture against evolving threats. This document delves into these advance-
ments, highlighting the role of Al in addressing critical cybersecurity challenges and paving the
way for more resilient defense mechanisms.

1 Introduction

A Security Operations Center (SOC) is a centralized facility where dedicated security profession-
als build, maintain, and operate the architecture that monitors, detects, analyzes, and responds to
cybersecurity incidents. Unifies people, processes, and technologies to maintain vigilance over an
organization’s networks, systems, and applications, thus strengthening its security.

SOCs are critical command centers that continuously monitor, detect, and respond to cyber threats.
However, the deluge of raw logs and alerts can overwhelm human analysts, leading to high false-positive
rates and slow reaction times. Augmenting SOC workflows with AI and machine learning enhances
traditional intrusion detection by incorporating explainable AT (XAI) and uncertainty quantification,
enabling transparent and reliable decision support. Al-driven alert triage further reduces noise and
prioritizes genuine threats, cutting false positives, and focusing analyst effort on high-impact incidents.
Finally, integrating Large Language Models (LLMs) automates and accelerates incident analysis, play-
book generation, and contextualization, significantly reducing Mean Time To Acknowledge (MTTA)
and Mean Time To Respond (MTTR).

The typical SOC workflow begins with the collection and normalization of logs from diverse sources
(network devices, endpoints, applications), followed by event correlation and initial alert generation
using SIEM or similar platforms. Analysts then triage these alerts classifying, prioritizing, and routing
them for further investigation. High-confidence incidents trigger incident response playbooks, lead-
ing to containment, eradication, and recovery actions. Finally, post-incident reviews and continuous
feedback loops refine detection rules and response procedures.

A central theme of this document is the critical role of Explainable ATl in bolstering the trustwor-
thiness of AI systems in cybersecurity. As Al models increasingly operate as black boxes, the lack of
transparency and interpretability can undermine user confidence and limit the effectiveness of these
technologies in real-world scenarios. By incorporating X AT techniques, security professionals can gain
deeper insights into Al-driven decisions, enabling more informed, transparent, and trustworthy security
measures.

In this work we aim to provide a structured approach to understand the current SOCs workflow
and identify the usage and limits of Al applications, thus addressing the associated challenges, and
proposing future research directions. By achieving these objectives, we aim to enhance the development
and implementation of more resilient, transparent, and effective Al-based SOCs solutions.



2 Al Applications for modern SOC

2.1 Al based detection

Modern intrusion detection systems (IDS) leverage machine learning (ML) to enhance both signature
and anomaly based detection. Supervised models (e.g., decision trees, SVMs, neural networks) achieve
over 95 % accuracy on known attack classes in benchmark datasets, though performance often degrades
on real-world traffic. Unsupervised techniques address this gap by modeling normal behavior and
flagging deviations, enabling detection of zero-day attacks but at the cost of higher false-positive rates.
Continuous research focuses on balancing detection efficacy with reduction of spurious alerts. However,
as noted in a recent survey, these results are often achieved in benchmark data sets that may not fully
represent real-world network traffic, which means that the effectiveness of a model can drop when
facing truly novel attacks. This is where unsupervised learning becomes valuable: By clustering or
learning patterns in unlabeled data, anomaly detection techniques can identify suspicious behavior that
does not match any known profile, thus catching zero-day attacks. The trade-off is that unsupervised
IDS tend to generate more false positives (benign anomalies mistaken for attacks) because anything
unusual is flagged [PHDG23, Okd24, ASAAF25).

In practice, Al-powered IDS are a cornerstone of many organizations’ security architecture today.
They serve as early warning systems, raising alerts for security analysts when something suspicious
is spotted. The role of Al in IDS is to sift through massive volumes of network logs and traffic in
real time, intelligently differentiate benign anomalies from malicious ones, and continuously adapt to
new attack tactics. Studies underscore that Al-based IDS can detect complex multi-stage attacks (like
APTSs) by correlating subtle deviations over time[NBTI23]

Moreover, by reducing false positives compared to naive anomaly detection, Al helps ensure that
IDS alerts are meaningful and actionable. There are still challenges to address — for instance, ensuring
IDS models remain effective as networks evolve, and defending the IDS itself from adversarial evasion
(attackers crafting traffic to fool the model). Nonetheless, the consensus in recent research is that AT has
become an indispensable component of high-performance IDS and will continue to drive improvements
in intrusion detection capabilities.

2.2 Al Techniques for Alert Triage

Large organizations often receive thousands of security alerts per day from intrusion detection systems,
antivirus, firewalls, and other monitoring tools. Security Operations Center analysts face the daunting
task of triage these alerts i.e., determining which are true threats that merit immediate investigation
and which are false positives or low priority. This process can be extremely time consuming and prone
to errors due to the sheer volume of alerts (a problem known as ’alert fatigue’). AI techniques have
been introduced to SOC workflows to automate and assist with alert triage, helping analysts focus on
the most critical incidents [BDH16].

Supervised learning can rank alerts by threat likelihood [NBTI23] applies learning to rank algo-
rithms so analysts focus on top-ranked, most malicious alerts. In the Active Learning for Alert Triage
(ALAT) system, a model trained on analyst-labeled past alerts is continuously retrained with new
feedback, steadily improving precision. By emulating expert decision patterns from historical incident
data, Al-driven ranking markedly reduces the risk of overlooking critical alerts.

Unsupervised and hybrid triage methods group similar alerts or flag outliers without labels using
Isolation Forest sifts alert logs to highlight stealthy anomalies and enabling novel attack detection but
risking excess false positives. Probabilistic fusion combines multisource alerts for incident estimation,
and provenance or knowledge-graph approaches assign threat scores by contextualizing alerts within
broader attack chains [NBTI23, BDH16].

Al-assisted alert triage markedly reduces human review workload. The system automated over 50
% of daily alerts with high confidence. Thereby lowering analyst cognitive load and mean time to
detect and respond. Operating continuously at machine speed, Al correlates logs and security feeds
beyond human capacity. Such systems can automatically gather context such us related logs, threat
intelligence and summarize why an alert is suspicious, further accelerating investigations.



3 Conclusion

In conclusion, Al-driven detection and triage systems have demonstrably transformed SOC operations
by automating the first-pass filtering of alerts, prioritizing high-risk incidents, and significantly reduc-
ing analyst workload and mean time to response. Yet to fully realize their promise in live environments,
these systems must be both accurate and trustworthy. Integrating explainable Al techniques ensures
that analysts can inspect and validate model decisions based on the specific features, log entries, or
graph structures that underpin each alert. While uncertainty quantification provides calibrated confi-
dence scores that help distinguish genuine threats from benign anomalies and curb false-positive rates.
Moreover, embedding large language models into SOC workflows enables natural language summa-
rization of complex attack sequences, automated report generation, and interactive reasoning about
threat scenarios. By marrying XAI, uncertainty metrics, and LLM-based reasoning, next-generation
SOC platforms will not only enhance detection efficacy and triage precision but also foster analyst
trust, facilitate continuous learning, and deliver actionable intelligence making AI augmentation both
practical and indispensable in modern security operations.
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